>>>> NFOs, software piracy and <<<<
>>>> ASCII pinups <<<<

>> NFO is short for information and is now the term used when
talking about the token text file that warez groups include
within their releases. Originally these text files only
contained information about the crack included within the
release. But as time progressed more details where included
such as short information about the game or application,
keyboard commands and credits to the persons involved in
bring the release to the public. Eventually these text files
became more formalised and were included as standard issue in
every release a group would put out. <<

<Rietveld Academie, Amsterdam, 2002>
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{1 /WAREZ SITES DISCLAIMERS!!!

WARNING: The creator of this site takes no
responsibility or liability for anything
that happens as a result of reading or
downloading anything on this page or
anything contained in subsequent pages.

Copyright Status: ___ _ retains a
non exclusive, royalty-free license to
publish or reproduce these documents,

or allow others to do so, for reference
purposes. These documents may not be
freely distributed and used for non-
commercial, scientific and educational
purposes. Commercial use of the documents
available from this server is protected
under the U.S.and Foreign Copyright Laws.
Individual documents on this server may
have different copyright conditions, and
that will be noted in those documents.
Furthermore, Aall downloadable documents on
the said pages are demonstration, betas
and/or trail versions of the product. we
received them as so, and we release them
as so. Download them at your own risk.

we take NO responsibility for any damages
any products may cause. If you enjoy the
product, we encourage you to purchase

the product from the said makers of the
product.

DISCLAIMER of Endorsement: Reference
herein to any specific commercial products,
process, or service by trade name,
trademark, manufacturer, or otherwise,
does not necessarily constitute or imply
its endorsement, recommendation, or
favoring by The views and
opinions of authors expressed herein do
not necessarily state or reflect those

of ___, and shall not be used

for advertising or product endorsement
purposes.

DISCLAIMER of Liability: with respect

to documents available from this

server, neither nor its
creator, makes any warranty, express

or impiied, including the warranties

of merchantability and fitness for a
particular purpose, or assumes any legal
1iability or responsibility for the
accuracy, completeness, or usefulness of
any information, apparatus, product, or
process disclosed, or represents that its
use would not infringe privately owned
rights.

Disclaimer: The creator of this site/page
or the ISP(s) hosting any content on
this site take no responsibility for the
way you use the information provided on
this site.These files and anything else
on this site are here for private pur-
poses only and should not be downloaded
or viewed whatsoever! If you are affili-
ated with any government, or Anti-pPiracy
group or any other related group or

were formally a worker of one you can-
not enter this web site, cannot access
any of its files and you cannot view

any of the HTML files. A1l the objects
on this site areprivate property and

are not meant for viewing or any other
purposes other then bandwidth space. DO
NOT ENTER whatsoever! If you enter this
site you are not agreeing to these terms
and you are violating code 431.322.12

of the Internet Privacy Act signed by
Bi11 Clinton in 1995 and that means that
you cannot threaten our ISP(s) or any
person(s) or company storing these files,
cannot prosecute any person(s) affili-
ated with this page which includes fam-
ily, friends or individuals who run or
enter this web site. IF YOU DO NOT AGREE
TO THESE TERMS THEN LEAVE., The Download-
Links only lead to shareware or demo
software! we are not responsible for
Links outsite this website. The owner

of the linked wWebsite are responsible at
their own. I am not related to the con-
tent of their site. vou enter this site
at your own risk, so if this site causes
a damage at you or your computer i am
not responsible of your damage. You are
not forced to enter.

I AGREE I DISAGREE

In the same way, the author of this
booklet takes no responsibility on the
use of any information contained within
the collected texts. All the texts were
downloaded from the Internet.

Compiled and designed by Aandré Avelds for
the Gerrit Rietveld Academie, Aamsterdam.
The typeface used is Lucida Console as it
was, at least in the author's case, the
default type on Microsoft’s standard text
program, Notepad, used usualy to see the
collected texts on screen.

no copyright, 2002
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A HISTORY OF THE SCENE
written by Ipggi (April 20, 1999)

A Product of http://www.defacto2.net

INTRODUCTION

Ever since there has been the ability

to store data on a personal computer and
commercial software for sale, there has
been the existence of pirating. Pirating,
cracking and even pirate scenes go all
the way back to the late seventies, and
maybe even earlier. By the early eight-
ies some machines (such as the BBC Macro
in Europe) where so riddled with pirates
that the programming companies gave up.
They discontinued producing and port-
ing software for the affected computers
because there was simply no money to be
made.

This report is designed with the PC scene
in mind.

WHEN DID THE PC SCENE BEGIN?

of all the many 8bit computers and

scenes of the early eighties (the golden
age?) most people will agree that the
Ccommodore 64 was the biggest of them all.
The Commodore 64 scene started back 1in
1982 (mainly by a Tlot of young teenag-
ers). while the PC was released earlier
to the public it would be the Commodore
64’s pirate scene which would introduce
many of the standards that today we take
as granted. puring this time on the PC
there were some small groups with people
releasing and cracking, but these cracked
programs usually remained local. The
international PC scene did not take off
until 1987. This was when people started
to trade software with cracks over longer
distances and overseas which formed the
basis of the now old school BBS scene.

EARLY NFOS AND CRACKTROS

unfortunately for us the eighties PC
scene is one of the Tesser known and
least documented. Due to the Timitations
of the PC at the time, cracktros where
extremely rare (unlike the Commodore 64,
Amiga or Atari ST) and text files to
document the releases were usually never
created.

In the eighties many cracks where usually
created by individuals rather then groups
(groups being a collection of people who
work under the same name). These indi-
viduals would normally Jeave a signature
in the release to identify themselves as
the cracker. For example, on a game's
title screen you might see in the bot-

tom corner “cracked by Lord Blix"”. By the
end of the eighties it was the groups

who where cracking releases rather then
just individuals. And with groups being a
more prestigious lot they would sometimes
insert a custom title screen designed
especially for that release (simular to
today's installers). Bentley Sidewell
productions, a famous cracking group of
the Tate eighties would usually use a CGA
picture or animation to show that they
cracked the title. while International
Network of Crackers would use a less cap-
tivating ANSI graphic.

It’s worth noting that Bentley Sidewell
Productions animations were probably the
first cracktros and intros for the PC.

So technically the origins of the PC demo
scene goes back to the old pC cracking
scene.

It was the hacking groups of the eight-
ies that first started to use acronyms

to encrypt their names. This was often
used to confuse unwanted people from dif-
ferentiating the different hacking groups
but it’s main benefit was the addrevi-
ated typing. Typing abbreviations is

a lot easier then typing the complete
group name. But the standard three let-
ter acronym was not really considered
standard until the PC's emergence in the
early nineties (groups on other comput-
ers had up to five or six letter acro-
nyms). This was due to DOS's limited file
naming capability of only being able to
handle eleven characters (eight . three)
per file.

when crackers wanted to add last minute
notes or information about their cracks
they would include a small text file

into the release. Eventually groups
started adding regular text files to
their releases. Information in these
files would usually state a note from the
cracker, some information on how to play
the game (keyboard keys etc) and maybe a
member 1isting or some BBS numbers.

It was about this time that the groups
started to implement a set naming for-
mat to these text files. This format use
an eight letter abbreviated form of the
program title followed by .poC (short
for document). Other groups decided

to replace the .pOC acronym with one
based on their groups name for example
SIMCITY.CIA, SIMCITY.INC or SIMCITY.PTL.
Hence the standard group three letter
acronym was formed.

To the best of knowledge The Humble Guys
in 1990 introduced the now standard .NFO
acronym. One assumes NFO was created to
be the three letter acronym for the word
information or info. The initial format
was the standard eight Tetter game title
abbreviation followed by .NFO before it
eventually evolved the now current stand-
ard of GROUP.NFO



what is your handle

what is your REAL NAME e

what is your home phone #:_______

what is your date of birth:_/_/

what is the make and model of your modem:

List the top boards you are on and their phone numbers

Board Name Board Number SysOp

cew e

Now we have some personal questions to ask you

you are slave gquality.

1) 1f 1 asked you to jump, what would your reply be?
2) Do you believ
3) As a slave, would you be willing to sell your mother into

if I told you to do so?

4) As a slave, if I told you to send me your computer, would

Now it is essay times kiddies, this essay is real simple. Just go ahead
and tell me wHy I should even go and consider you as a slave.

Subject:
To :The Slavelord

to make sure that

in the use of k-¥ jelly, or do you like it straight up? __
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Slavelord
OF -
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COURIERS

The earliest long distance couriers
started off under a different title,
pPhreakers. Most phreakers where usually
involved primarily in the HPAV (Hacking,
phreaking, Anarchy, virus) type scenes
with pirating being a second priority.
This made the scene very defragmentated
and slow, it would take weeks for releas-
es to be spread continentally. The prob-
Tem was that not many pirates knew how to
phreak and paying for long distance phone
calls was out of the question. Thankfully
in around 1988 a new phreak group was
created. North American Pirate Phreak
Alliance (NAP/PA) was the group and

it’s goal was to spread the How To's of
pPhreaking to the pirates. many of the top
boards of the time quickly became affili-
ations of NAP/PA, which made the informa-
tion available to the right people. This
information literally helped the scene
come a closer and a little more united.

By the early nineties many people had
less respect for couriers compared to
that of the crackers, sysops and pack-
agers. This opinion was usually formed
because courering was not the most chal-
Jlenging of tasks, almost anyone could do
it. It was more of a matter of how much
you where willing to risk or spend rather
than a person’s skill. At one point The
Humble Guys even named their couriers,
slaves. Couriers would have to log onto
The Humble Guys BBS’s as slave 1, slave

2 etc. This caused an uproar in the scene
but at the time The Humble Guys where the
big guys and could generally do what they
wanted.

These days pre’ing releases (couriering a
release before it’s made public) is com-
mon practice, it wasn't so back then. Due
to the Timitations in speed and the fact
that you had to dial into each BBS indi-
vidually, releases took longer to spread.
This ended up coining the one most famous
of BBS phrases, "0 day warez”. Zero day
warez is when one gets the release on the
same day as it was released, be it from
the software company or from a group. The
saying was often used to differentiate
the good BBSs from the others and by sup-
pliers for use on the status of software.

BULLETIN BOARD SYSTEMS

Many BBSs at this time needed to pay a
monthly fee for their group affiliation
(money which usually came from the user-
pay leech acccounts). This money would
be used by the groups in many ways but
mainly to obtain software. A broke group
usually had a dry run when it came to
releasing. This monthly fee plus all the
extra hardware and phone lines required

a major investment by the system opera-
tor. And it was investment that gave the
siteop the respect they required from the
BBS users. There was something about a
top ranking sysop, because you were in
their homes (electronically) using their
equipment. They had total control over
everything that happened on their

system, including your personal informa-
tion.

Now, running a BBS that contained ille-
gal software was a risky business. One
because the system was usually based

at the system operator’s home and two
because there where some companies that
were desperate to stop the flow of the
illegal copies of their programs. These
corporations including Microsoft and
Novell worked with local and federal
police in attempt to take down these
means of distributing software.

Now you all know about the Net Act. in
the USA that now makes it legal for any-
one with a certain amount (dollar value)
of pirate software to be convicted. But
you may be wondering how people were
busted before this act was created. well,
the mostcommon reason would be that the
offender was making money from ille-

gal software (selling CDs or floppies)
which would attract the attention of the
police. while the other more harsh way of
being busted was to get a civil case Taw
suit against you. These were never pretty
and usually involved the complete loss of
anything that was computer related from
one's house. Civil suits were bought on
by software companies and are covered

by a completely different set of laws

to the criminal codes. Because of this
most boards banned Novell releases due to
Novell's semi-successful world wide anti-
piracy campaign.

The death of the BBS one could say hap-
pened after Park Central closed down.
This was at the time the number one BBS
in the world and was a central link for
the scene. It was often used to prove
who won a release race, being the box-
ing ring and the referee. But some groups
got smart and started avoiding the B88Ss
all together and instead decided to
spread the release exclusively over the
Internet. This left people a confusing
situation of where there was one group
winning the release on the BBS’s and the
other winning on the Internet. The final
nail in the coffin for the bulletin board
system was the infamous Cyberstrike cam-
paign of February 1997 where five major
BBS's were busted in a single week. It
caused many B8S and some sites to close
shop permanently in the fear of them-
selves being the next victims.
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SUPPLIERS

The supplying methods for groups in

early years weere not too different to
today’s methods. Store pickups and order-
ing directly from the company where the
main means for many groups. The money
would usually come from various payments
such as official BBS affiliates. Another
more attractive way to supply was to

use insiders who are kind of like cor-
porate saboteurs for the pirate scene.
Insiders obtain the program directly from
the source before it’s released to the
stores. It saves a lot of effort on the
group’s behalf as they don’t have to keep
tabs on the program and they avoid the
rush to grab it when it goes to the
stores. It also left the crackers more
time to tinker around with the program.

A more creative way to obtain pre’store
software was for group members to pre-
tend they worked for a gaming magazine.
The software companies where usually more
then happy to send out their software if
given the correct information. But when
the companies smartened up this option
became less viable.

SCENE ART

There have been artists for the PC ever
since there has been ASCII and ANSI. But
international groups in the way that we
know of today only started in around late
1990. ACID (ANSI Creators In Demand) were
the first of these international groups,
trend setters who originally specialised
in ANSI art and ANSIMation ads. They
earned their reputation of being one of
the best in their field by supporting the
best pirate boards of the time. Just Tike
our demo scene the PC art scene emerged
from the pirate scene. unfortunately this
Tink has long since been lost with the
warez scene art becoming second class.

As the PC gained more acceptance 1in
Europe (an area dominated by the Amiga
and Atari) some members of the big-

ger amiga groups found themselves using
or buying these strange PC machines

and needed software. So a long line of
commodore cracking groups made their way
across to the postel system, including
Fairlight, Razor 1911 and the merged Tri
Star and Red Sector.

THE INTERNET

The Internet has often been used by the
scene for various reasons but it never
became a serious tool until the early
nineties. Little did people know at this
time how much this tool would change the
scene, to basically create a new gen-
eration of pirate scene. Bulletin board
systems had always kept the scene secret
and underground. A newbie often found

it extremely difficult to gain access

to even a mediocre local board. Most of
these people faced the daunting task of
hunting down a system password just to
get the logon prompt and then new user
password to even apply for membership.
But the Internet changed all this, the
Internet made everything that was once
so hard to obtain so easy. IRC, email,
ftp and webpages all open to loe public.
And in 1994 they flooded in, drove after
drove causing great despair among the
many old schoolers. Many of these people
didn’'t appreciate their turf being over-
run by these so-called lamers, so they
closed their doors. while the old doors
closed new doors opened, newsgroups,
topl00 web pages, anonymous ftp and the
most infamous of all IRC offer channels.

IRC offer channels where originally
started by groups to offer releases to
their friends but when Fate (the leading
Internet courier group in 1995) opened
their channel (#fatefiles) to the public,
Joe Lamer couldn’'t resist. Many people
copied #fatefile’s format (+mnst) and
many of these channels failed, especially
since most groups totally disapproved of
IRC trading.



ocum 72 T 3D,
o= 1138

-
"
a
u

I OCRasANIRA0RE.

Sa1ma

esoundm

@M ANsseSaB s

Tr

Ty

S 000 B LEP TEEASPIECIINCCO FEPOUD EOGUOL HAEOI PO DABLP000MNEEiasaheidtneges 0000+ cso0onceast’Iodsttassvdescstsersssostesstssssnronssosssnnnts

CD RIPPING

while the Internet changed the way the
scene communicated and traded it was the
gaming industry’s move to the CD Rom
that also helped create the second scene
revolution. while €D Rom titles for the
PC have been around since 1989 (Sierra/
Dynamix) the scene did not take onto
this new medium until the mid-nineties.
And even at this time no one took it

too seriously with many groups creating
separate groups for the CD Rom releases.
These seperate groups where usually cre-
ated just to release crapware under a
different Tabel. Aand that is was CD
titles where originally considered, crap-
ware. These crapware groups where kind of
1ike the IND releases today, though less
anonymous .

originally these crapware/cd-rom groups
would release the whole CD, but it wasn’t
in 150 format, rather the files were
just copied off the CD. But people were
not used to these large releases and so
Hybrid invented the first cd-rip, where
the group would leave out unnecessary
parts of the game. But the rippers still
had the mentality of the floppy

disk: the smaller the better was the
goal. So many games where raped to their
bare minimum making them pretty bor-

ing to play. Playing some of these raped
games was like trying to watch a spe-
cial effects Hollywood blockbuster on a
black and white Tv with no sound. To add
to this many ripped games were poorly
cracked with a great number requiring
third party utilities such has ¢D emula-
tors (fakecd.exe).

when software publishers started taking
advantage of the space available on a ¢D
Rom most of the main game groups agreed
on a standard disk 1imit. on July the

6th 1996 five of these groups formed a
pact agreement under the name of Software
Pirates Association (SPA). The SPA’s

goal was to see the enforcement of their
“rules of engagement”. Any release that
broke the sPa rules would be nuked on the
affiliated sites. Eventually the sPa fell
prey to internal fights created by

group politics.

In 1998 the SPA was laid to rest because
the groups involved were simply not fol-
Towing the rules. But soon enough the
big three groups (Class, Razor 1911,

and Paradigm)formed a new organization
called The Faction. The faction cre-
ated a detailed listing of its rules and
they released those rules to the public.
The biggest change was the upping of

the disk 1imit to 50*2.88 disks (it had
been 75*1.44 disks). while other groups
changed to the 2.88 disk format some did
ignore the 50 disk 1imit and too many
people it just didn’t matter anymore.

ISO SCENE (CD IMAGES)

In 1997 the prices of CD writing material
became cheaper, this combined with easier
access to high speed internet created a
new niche market. Full versions of games
where wanted and so the ISO scene was
created. ISO’s are CD images and because
they contain the complete CD image they
are extremely big. Just like the CD scene
three years earlier some of the bigger
groups created new sub-groups for this
ISO scene.

By 1998 the IS0 scene had grown. Gone
were the days groups would dupe each oth-
ers titles on different sites and not
even realise it. Also gone where multi-
standards in releases. The scene may

have been called 150 because that was

the original format people used to store
the information with but by 1998 every-
one had switched to the bin/cue format.
Also strangely we discovered in 1998 that
some big name rip groups couldn’t hack

it in this 150 scene. while some oth-

ers who fared terrible in the rip scene
flourished in with ISOs. Probably the
biggest controversy in the 150 scene for
this year was whether groups shotild rip
out Direct X etc to fit the image onto a
standard 74min CD or weather to leave it
as a full 80+minutes (which required spe-
cial Cps to burn properly).
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A BIT OF HISTORY

This introdutory text was written by
stephen Poole, and is available on
www. gamespot.com/features/pirates/

Back in the days when computer games
shipped on floppy disks - or on a sin-
gle disk, if you go back even further

- pirating software was a no-brainer:
A1l you had to do was make copies of
the original disks and hand them out to
friends (or repackage and sell them).
software publishers were painfully aware
of just how easy it was for users to
duplicate their products; some tried to
prevent it by including code that kept
key components of the program from work-
ing if the installation diskettes were
merely copied rather than installed on a
hard drive. But the process of install-
ing a game and watching the files being
transferred tipped off users about how to
counter that move: Just install the game,
then copy the files back onto floppy
disks - a process made even easier with
the emergence of compression programs
Tike PKZIP and LHARC.

To counter this, game publishers came

up with a new plan: copy protection. In
order to play a game, be it on flop-

pies or installed on the hard drive,

you had to input some type of informa-
tion that supposedly only someone who’d
purchased the game would have access to.
At first, copy protection schemes were
relatively simple - typing in a number

or word that appeared somewhere in the
manual, for instance. But all it took to
get past that hurdle was making photocop-
ies of the manual, a step that actually
made it even easier for people to play

an illegally copied game since they now
had instructions to go along with their
pirated game. This ushered in a period
where copy protection schemes grew so
complex - forcing consumers to align
bizarre symbols on coded wheels, pore
over charts with black type on a red
background that were impossible to pho-
tocopy (and nearly impossible to read),
slide cards under colored gels - that
legitimate users began to roundly com-
plain of having to jump through hoops
just to play a game they’d bought. It got
so bad, in fact, that a couple of compa-
nies created software that automatically
skipped the copy-protection routines for
hundreds of popular games, provided you
entered the correct data once. Game pub-
1ishers thought such a product blatantly
encouraged piracy - but the companies who
made the software were quick to point out
that people were making illegal copies of
their software, too. And at least those
companies were legitimate: There were a
1ot of hackers who could rip the copy-
protection routines of games in less time
than it took to install the game. But
just when it seemed there was absolutely

nothing game publishers could do to keep
people from duplicating their games for
friends or for profit, technology came
to the rescue. with the arrival of cp-
ROM technology in the early 1990s, games
started to become so huge that making
copies on floppy disks was essentially
impossible, even with compression pro-
grams. Naturally, there were still big-
time software pirates who could afford
incredibly expensive CD-ROM burners to
make duplicates. But that sort of equip-
ment was far beyond the reach of the vast
majority of people buying PC games, and
gradually the whole issue of end users
distributing illegal copies of games
faded away - until the technological
tables turned once again.

BACK WITH A VENGEANCE

There's no way of knowing how many copies
of games people made for their friends
during the heyday of the floppy disk,

but at least game publishers could take
solace in the fact that each person dup-
ing games probably didn’t know many peo-
ple who had the computer hardware - or
the interest - to play them. A bigger
potential problem was the rise of compu-
ter bulletin board systems (BBS), where
cracked copies of games were made avail-
able for download; this expanded frontier
meant that people who wanted to sell or
give away games had the world as their
neighborhood, with no need to even slap
the stuff on floppies for their buddies.
These cracked applications were dubbed
“warez,” while the guys doing the crack-
ing were the "elite.” (More on these
phrases later.) But dialing into a BBS
wasn’'t something Joe Six-Pack could do
very easily: Many BBS users had to deal
with staggering long distance charges as
slow modems struggled to download stuff,
and in some cases there were hourly fees
involved as well. So for game companies,
the real issues were black-market ver-
sions being manufactured and sold in
retail outlets as the genuine article
and, of course, the problem of people
making physial copies of games for their
friends. Now that prices for CD-ROM burn-
ers have dropped dramatically, and the
Internet is a daily part of gamers’
Tlives, the whole question of piracy is
back with a vengeance - and, just as in
the days of floppy disks, software pub-
lishers seem more concerned with people
burning ROMs for their friends than peo-
ple downloading warez. “The biggest prob-
lem with pirate software comes from ille-
gal copying of the CDs, whether it's done
by big organized duplicators or the one-
offs passed from friend to friend,” says
Doug Kubel, vice president of external
development at Interactive Magic. “"Most
people don’t currently have the bandwidth
necessary to download an entire game from
a warez site, but warez site piracy will
climb dramatically with the rise of low-
cost high-bandwidth connections such as
ADSL
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[Game Notes]

The only gambling simulation worthy of the Caesar’s Palace name. A heart
pounding 30 universe of fun awaits incTuding dealers with personality that

actually make you feel like you're in the world famous Las Vegas casino. So
realistic you might think it's a role playing game! Here's where you become a
High Roller and get to "Go Behind The velvet Ropes™ to experience the roller

coaster ride called high stakes gambling.
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[Ripped]
nothing was removed ; but everything was mp3'ed.
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Unace , run UNPACK.BAT to unpack sounds ; import reg settings and run
Xx%X.EXE To start the game.
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“I miss my CB4... ("
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It seems that a lot of game companies
believe that the mammoth size of today’s
games, coupled with the tiny bandwidth
available to the vast majority of compu-
ter gamers, means that downloading just
isn’t a viable option. “I don't think
that many people download too many games
because they are so huge,” notes Alan
Pavlish, head of Interplay’s Tantrum
Division. “But it only takes one person
with a CD-ROM burner to make a bunch of
copies. It’s been shown in Europe that
the CDs that are protected sell better
than those that aren’t protected.” Doug
Lombardi, project manager at Sierra On-
Line, concurs. “Given the size of these
files, one could certainly assume that
more people would be inclined to try
their luck at swapping discs before down-
loading several hundred megs of content,”
he says. “And in many cases, even after
you've downloaded a pirated version,

you may still be left with a game that
requires that you have the Cp in a drive
in order to play.”

Another reason game publishers focus on
people burning Cbs for friends is that
trying to track down warez sites is just
too time consuming to be cost effective.
“as far as monitoring distribution on the
Internet, that's a pretty big job and
realistically not really possible to do,”
pPavlish says. “If we have good protec-
tion, we can stop the casual pirate who
has access to a burner and makes a few
copies for friends.”

The operative word in Pavlish’s analy-
sis, though, is friends - and there’'s a
whole subculture of friends out there who
believe in the old adage “share and share
alike.”

MEET THE ELITE

Go to your favorite search engine and
enter “warez + games + download,” and the
sheer number of matches will shock you

- especially since the companies whose
games are being distributed as warez can
find these web sites just as easily as
you did. who'd have thought that people
giving away pirated software would proud-
1y proclaim the fact on the web?

But when you actually try to visit one
of these sites, you’1l find that you’ve
stumbled into a world of smoke and mir-
rors where getting to a warez site is
essentially impossible; instead, all you
get are ad banners (usually for adult

sites), multiple browser windows, and
scores of dead links. Even finding a web
page that explains what the warez scene
is all about is almost hopeless: Most web
pages take the attitude that if you don't
already know everything about warez, then
you’re a lamer and don’t need to know
anyway.

so to find out the real deal I tracked
down someone who really does have warez
that can be downloaded. Crisis (a pseudo-
nym, of course) is a college student with
a double major (operations management

and management of information systems)
and a minor (systems analysis), who does
contract programming and works in the IS
department of a Fortune S00 company. He's
been into warez since the glory days of
the Commodore 64. He currently does some
cracking of programs he's bought Tegiti-
mately, but he says he also gets a lot of
his warez from the major cracking groups.
“Right now I'm pretty involved in it,"” he
says, “so I spend a good amount of time
each day doing warez.”

I didn’t need Crisis to tell me that the
notion of getting warez off the web was

a joke, but he was able to clue me in

as to why there are so many sites that
take you on wild-goose chases. “There
used to be a day where you could get

some legit warez on warez web sites, but
now they’re mostly run by lamers trying
to make money off the scene,” he says.
“That’s where all the porno comes in: You
have to click banners and links to try to
get to the warez, and the porn sites pay
the warez sites for each banner click.
The dead Tink pages are pages from peo-
ple that don’t want the responsibility

of having live warez on their space, so
they just link to some FTP. The FTP prob-
ably closed down a long time ago, so all
the links are now dead. It's not unusual
to see many web sites all with the same
FTP links that haven’t been updated in
years.”

Another thing I noticed during my boot-
less attempts to download warez from

the web was the prevalence of mixed-case
spellings - and here again Crisis Tlikes
to distance himself from the unwashed
warez masses striving to be cool. “Some
call it ‘L33T,’ or ‘Elite,’ and there

are many variations on it. Basically it’s
just people trying to be different, but I
don’t think I know anyone who's actually
elite that still types like that.”
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WAREZ IT AT?

so if it’s not on the web, then where’s
the warez? “If you really want to get
warez, the best way is from FTPs or
IRC,” says Crisis. "It’s best if you have
your own FTP - then you can just trade
accounts with people who have good sites,
and you can usually get what you need.

If you don't have a site, hop on IRC and
hit up the warez chans ([channels]. you’1l
probably find some good FTPs with no
ratio [see the glossary]; it just might
take awhile before you can get in. There
are also chans that play ocC adds, where
the major distros [distributors] will be
offering certain warez.”

But it’s not quite as simple as join-
ing an IRC channel and finding out the
address of an FTP site that has every
single game you wanted but didn’'t want to
pay for. Ask Crisis what the worst part
of the warez scene is for him, and he
says, “It's probably when you’re really
looking for something, and none of your
contacts has it, so you have to resort
to going to IRC and looking like a momo
going, ‘Does anyone have a copy of xyz?’
That’s the worst.” And what about the
huge size of gaming software? Does some-
one with a dial-up connection really have
the ability to download an entire game?
Crisis says that “most warez groups fol-
Jow the latest 10-point program from The
Faction [a consortium of warez groups]
that says releases may be no larger then
50x2.88M8 (144MB) and must include every
Tevel, all sound effects, and be com-
pletely playable. Some things that are
usually cut out to save space are videos,
music, and cutscenes; sometimes those are
released separately as optional add-ons.
So the size can really vary, but it’'s
often quite small.” [To read the entire
10-point program, continue to the end of
the story.]

How small? I decided to ask my Half-Life
buddy to download a couple games and let
me know how big they were and how long
it took for the download - and when he
came back with the answers, I've got

to admit I was pretty shocked. In just
over four hours of download time with a
56.6Kbps modem, he managed to download
both South Park and Sierra Sports skiing
1999 edition; each weighed in at around
30MB. Just like Crisis said, the videos
of Picabo Street were missing from Skiing
1999, but otherwise it was a complete
version of the game. The warez version of
south Park, from a group called Paradigm,
even featured a homemade intro of Kenny
being killed by the group's logo!

what motivates people like Crisis to go
to all the trouble and risk of cracking
games and putting them on FTP sites? If
they're that much into games, the chances

are pretty good that they've got friends
they could trade games with in person,
rather than online. The reason is that it
isn’t merely about acgquiring games; it's
about being one of the elite. “The best
thing about warez,” crisis says, “is the
opportunity to check out software the day
it comes out, or even way before it comes
out, without having to pay anything. I
love getting my hands on some new game
that everyone has been hyping and giv-
ing it a run, or having someone say to
me, ‘Man, did you see that game? It Tooks
real cool - I can't wait till it comes
out,’ and being able to reply, ‘veah, I
have it, but it's not that great.'”

THE INDUSTRY THAT CRIED WOLF?

The software and Information Industry
Association, or SIIA (formerly the
Software Publishers Association, or SPA),
doesn’t have solid figures on how much
illegally copied software costs the PC
gaming industry. (SIIA originally agreed
to participate in this story, but the
organization never responded to requests
for input.) Its latest report on piracy
of business software, which covers 1997,
claims that $11.4 billion was lost due

to piracy of business software world-
wide, compared with $17.2 billion 1in rev-
enues generated from legitimate sales. It
is problematic to assume these numbers
translate to the gaming industry. For

one thing, the prohibitive costs of high-
end business software applications mean
that people are more inciined to seek out
illegal copies of those apps than they
would if they were looking to acquire
much-lower-priced games. It also means
that a great many users would simply be
unable to afford those business apps even
if there were no pirate versions avail-
able.

According to the study (which can be
viewed at the SIIA site 1in PDF format),
“The difference between software appli-
cations installed (demand) and software
applications legally shipped (supply)
equals the estimate of software applica-
tions pirated.” Demand was estimated by
the number of new and replacement PCs
shipped in a year and any legally dis-
tributed software that came with them.
This methodology also raises ques-

tions. Is it accurate to assume that
every pirated copy of a high-end busi-
ness application represents a lost sale?
Common sense would imply that this is

not the case. Even for relatively lower-
priced games, this assumption is dif-
ficult to support. Piracy, especially
within the warez scene, has too much sta-
tus attached. People pirate applications
they don’t want or need, and it is nearly
impossible to estimate just how many lost
sales are actually represented.
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of course, this doesn't mean software
piracy isn’t a genuine problem, espe-
cially for publishers of business apps.
And very few people would dispute the
fact that selling or distributing illegal
copies of software is wrong. There’s a
whole slew of reasons put forth by warez
groups to justify what they do; some ring
very hollow, while others seem to have at
least a kernel of sincerity, even if you
view the whole scene as not only illegal
but immoral as well.

RIGHT AND WRONG

one of the more tired excuses js that
prices for computer games are too high
- which overlooks the fact that just
because something is out of your price
range doesn't justify stealing it, and
that it only takes a Tittle effort to
find legitimate secondhand copies of
games at drastically reduced prices.
Another justification is that no one’s
hurt by downloading warez, something
that Doug Kubel finds almost amusing.
“The lamest excuse I’ve heard is ‘we’re
not stealing from people, just some big
companies,’” he says, "as if big com-
panies aren't a collection of people!”
Alan pavlish says that he's heard users
claim that “they’re backing up their
PlayStation CD,” while Doug Lombardi says
that “when pay One appeared on the warez
sites, they all said, ‘Sorry - it’s so
good, we couldn’t wait!’"”

still, some of the arguments put forth

by the warez guys point accusatory fin-
gers at the game industry. The SIIA says
that one reason software piracy is even
more dangerous than piracy of movies and
music is that each copy is "perfect.”

But pirates are guick to point out that
the perfect duplicate is of an imper-
fect product - in other words, so many
games are released with bugs and without
promised features that it’s only reason-
able for someone to want to check them
out for free before making a trip to

the store and shelling out cash only to
have to return the games later. If a
publisher says these people should try

a demo first, the warez guys respond by
noting that many bugs can’t be found dur-
ing the short period of play afforded by
a demo; if someone says they should check
out game reviews, they’1l note that for

a variety of reasons most reviewers don’t
mention bugs. And some warez groups at
least pay lip service to this notion: At
the end of the information file included
with the warez version of South Park,

for instance, there’s a message that says
if you like the game then you should go
out and buy it. For Crisis and a lot of
other guys seriously into warez, though,
the crux of the issue is whether you

give warez away or try to make money off
illegal copies. “selling pirated games

is illegal and immoral for sure, and I

think pretty much anyone from the scene
will agree with that,” he says. "we're
about giving people a chance to check out
software without paying large amounts of
money for it. personally, I pay for very
Tittle software, but if there’s something
I use regularly, and it’s priced right,

I may buy it. I had Quake II warez for

a long time, and I played it so much I
went out and bought a copy. I will not,
however, pay thousands of dollars for Ms
Developer Studio Enterprise Edition just
so I can write apps in C that I don’t
make money off of. Basically, most people
in the warez scene are out there to give
people an alternative to paying big bucks
and making software developers realize
that consumers don’t have to pay full
price if they don’t want to. I think a
lot of developers keep this in mind now
when they set a sticker price.”

AND THE BEAT GOES ON

while many companies are in the process
of taking steps to prevent the burning

of game CDs, others see the problem as
going even deeper - and much closer to
home. Doug Lombardi says that when warez
games go online before the final prod-
uct has shipped, then someone the com-
pany trusted and sent code to has obvi-
ously leaked it in one way or another.
“Tracking down the source of the leak is
something of an exhaustive effort and one
that must be thought out in advance -
after all, we are talking about piracy on
the Internet,” he says. “uUnfortunately,
this is going to cause publishers and
developers to be even more cautious about
releasing code, and it's likely that less
code will be given out during development
because each CD must be watermarked (if
you will) with a unique ID of some sort
that must be logged into a tracking file.
Then, if someone has posted the code
given to them, the owner can track it by
the mark.”

Most software publishers probably take
the attitude that while this is a war
they must fight, it’s not one in which
they'1]l ever see final victory: For every
scheme devised to prevent illegal copy-
ing, there’s someone who'll find a way
around it, and the only people truly put
out will be gamers who have to plug a
dongle into their parailel port to play a
game. Perhaps a new approach is in order:
A few very successful game pubTish-

ers (who will remain unnamed) have told
me off the record that they don’t mind
people distributing pirated versions of
their games because it generates a larger
fan base - which in turn has the effect
of increasing sales for the company’s
next product. Don’t expect the issue to
go away anytime soon, though. And until
it does, perhaps we should modify that
old saw about the only things in life
that are certain are death, taxes, and
warez.
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* supplier.....: LENO/DRIZZT * Release Date... /99

*  cracker.. HANKMAN /YAZZ ' Game Type : SHOOTER/ADVENTURE *
* # of pisks...: 12 x 7.88m8 ' Game Rating....: 90% .
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L OMG THEY KILLED KENNY! This is Southpark, hilarious first-person
. adventure game, which unfolds in 5 episode-based, single-player .
" ad res. Gamers can choose to play as Kyle, 5tan, Cartman, or Wenny *
- in single player mode, or select among a host of 20 SouthPark characters®
k in multiplayer mode. .
*  Features .
B e »
* -~ gverything fans Jove about SouthPark, now in 30! wander the streets =
L of southpark, explore all of the city's landmarks, and interact with ’
L your favorite characters. (Includes D3D Acceleration) .
- .
L viplayer support over a Jocal area network, directly, or via the .
e your own server or go ahead and join ane. 33
* - weapons include a Cow Launcher, Auto Egger that uses a Tive chicken, b
. Mr. Hankey the christmas poo, and much moret 4
Ripped 2
is gone.. everything else is herel

To install, ip and then either run install.exe to use our installer
or unace manually. Then run southprk.reg to set the registry and then
ART . EXE begin playing the game. Thanks to 0Tiew for his amazing

»
* dntro and installer, Hankman and vazz for aALL of their work on this

crack.. simply an amazing job.
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we're looking for a few good people. If you can supply free long

distance telephone minutes, contact us. If you are in Japan and are
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onnection, contact us. If you're none of the above, don't contact us.
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WHAT DID YOU SAY?

pelve deeper into the world of warez, and
you’11l come across several common words
and phrases. while the more serious crowd
1ikes to shun this lingo, you still see
it cropping up occasionally - especially
derisive terms like “Tamer.”

To find out what everything means, I
turned to The New Hacker’'s Dictionary
(version 4.0.0, Jul 25 1996). Thanks to
Eric Raymond for permission to re-pub-
Jlish this, and I encourage everyone to
check out the dictionary - it’s fascinat-
ing reading no matter what subject you're
interested in.

warez / weirz (n.) widely used in cracker
subcultures to denote cracked version

of commercial software, that is ver-
sions from which copy-protection has been
stripped. Hackers recognize this term but
don’t use it themselves.

warez d00dz / weirz doodz (n.) A sub-
stantial subculture of crackers refer to
themselves as ‘warez d00dz'; there is
evidently some connection with B1FF here.
As “Ozone Pilot,” one former warez d00d,
wrote:

“warez d00dz get illegal copies of copy-
righted software. If it has copy protec-
tion on it, they break the protection

so the software can be copied. Then they
distribute it around the world via sev-
eral gateways. warez d00dz form badass
group names like RAZOR and the Tike. They
put up boards that distribute the Tlatest
ware, or pirate program. The whole point
of the warez subculture is to get the
pirate program released and distributed
before any other group. I know, I know.
But don’t ask, and it won't hurt as much.
This is how they prove their poweress
{sic]. It gives them the right to say, “I
released King’s Quest IVXIX before you so
obviously my testicles are larger.” again
don't ask.

The studly thing to do if one is a warez
d00d, it appears, is emit 'O-day warez,’
that is copies of commercial software
copied and cracked on the same day as its
retail release. warez d00Ods also hoard
software in a big way, collecting untold
megabytes of arcade-style games, porno-
graphic GIFs, and applications they'l]
never use onto their hard disks.

As Ozone Pilot acutely observes:
“[BELONG] 1is the only word you will need
to know. warez d00dz want to belong.
They have been shunned by everyone, and
thus turn to cyberspace for acceptance.
That is why they always start groups like
TGW, FLT, USA and the like. Structure
makes them happy. [...] warez d0Odz will
never have a handle like “Pink Daisy”
because warez d00dz are insecure. Only
someone who is very secure with a good

dose of self-esteem can stand up to the
cries of fag and girlie-man. More Tikely
you will find warez d00dz with handles
1ike: Doctor Death, Deranged Lunatic,
Hellraiser, Mad Prince, Dreamdevil, The
unknown, Renegade Chemist, Terminator,
and Twin Turbo. They like to sound badass
when they can hide behind their termi-
nals. Mmore likely, if you were given a
sample of 100 people, the person whose
handle is Hellraiser is the last person
you'd associate with the name.”

Cracker (n.) One who breaks security on

a system. Coined ca. 1985 by hackers

in defense against journalistic misuse

of hacker (g.v., sense 8). An earlier
attempt to establish ‘worm’ in this sense
around 1981-82 on usenet was largely a
failure.

use of both these neologisms reflects a
strong revulsion against the theft and
vandalism perpetrated by cracking rings.
while it is expected that any real hacker
will have done some playful cracking and
knows many of the basic techniques, any-
one past larval stage is expected to have
outgrown the desire to do so except for
immediate, benign, practical reasons (for
example, if it’s necessary to get around
some security in order to get some work
done).

Thus, there is far less overlap between
hackerdom and crackerdom than the mun-
dane reader misled by sensationalistic
journalism might expect. Crackers tend to
gather in small, tight-knit, very secre-
tive groups that have little overlap with
the huge, open poly-culture this lexicon
describes; though crackers often like

to describe themselves as hackers, most
true hackers consider them a separate and
Tower form of life.

ethical considerations aside, hackers
figure that anyone who can’t imagine a
more interesting way to play with their
computers than breaking into someone
else’s has to be pretty losing. Some
other reasons crackers are looked down on
are discussed in the entries on cracking
and phreaking.

Elite (adj.) Clueful. Plugged-in. One
of the cognoscenti. Also used as a gen-
eral positive adjective. This term is
not actually hacker slang in the strict
sense; it is used primarily by crackers
and warez d00dz. Cracker usage is prob-
ably related to a 19200cps modem called
the ‘Courier Elite’ that was widely popu-
lar on pirate boards before the v.32bis
standard. A true hacker would be more
1ikely to use ‘wizardly.’

Hacker (n.) [originally, someone who
makes furniture with an axe] 1. A per-
son who enjoys exploring the details of
programmable systems and how to stretch
their capabilities, as opposed to most
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users, who prefer to learn only the
minimum necessary; 2. One who programs
enthusiastically (even obsessively) or
who enjoys programming rather than just
theorizing about programming; 3. A per-
son capable of appreciating hack value;
4. A person who is good at programming
quickly; 5. An expert at a particular
program, or one who frequently does work
using it or on it; as in ‘a unix hacker’.
(pefinitions 1 through 5 are correlated,
and people who fit them congregate.); 6.
An expert or enthusiast of any kind. One
might be an astronomy hacker, for exam-
ple; 7. one who enjoys the intellectual
challenge of creatively overcoming or
circumventing limitations; 8. [depreci-
ated] A malicious meddler who tries to
discover sensitive information by poking
around. Hence ‘password hacker', ‘network
hacker’. The correct term for this sense
is cracker.

The term ‘hacker’ also tends to con-

note membership in the global community
defined by the net (see network, the and
Internet address). It also implies that
the person described is seen to subscribe
to some version of the hacker ethic (see
hacker ethic).

It is better to be described as a hacker
by others than to describe oneself that
way. Hackers consider themselves some-
thing of an elite (a meritocracy based

on ability), though one to which new mem-
bers are gladly welcome. There is thus

a certain ego satisfaction to be had in
identifying yourself as a hacker (but if
you claim to be one and are not, you'll
quickly be Tabeled bogus).

Lamer (n.) [prob. originated in skate-
boarder slang]l: Synonym for luser, not
used much by hackers but common among
warez d00dz, crackers, and phreakers.
oppose elite. Has the same connotations
of self-conscious elitism that use of
Tuser does among hackers.

crackers also use it to refer to cracker
wannabees. In phreak culture, a lamer is
one who scams codes off others rather
than doing cracks or really understanding
the fundamental concepts. In warez d00dz
culture, where the ability to wave around
cracked commercial software within days
of (or before) release to the commer-
cial market is much esteemed, the lamer
might try to upload garbage or shareware
or something incredibly old (old in this
context is read as a few years to any-
thing older than 3 days).

Leech (n.) Aamong BBS types, crackers and
warez d00dz, one who consumes knowledge
without generating new software, cracks,
or techniques. B8S culture specifically
defines a leech as someone who downloads

files with few or no uploads in return,
and who does not contribute to the mes-
sage section. Cracker culture extends
this definition to someone (a lamer, usu-
ally) who constantly presses informed
sources for information and/or assist-
ance, but has nothing to contribute.

Luser / loo'zr (n.) A user; esp. one

who is also a loser. (Tuser and Toser
pronounced identically.) This word was
coined around 1975 at MIT. Under ITS,
when you first walked up to a terminal at
MIT and typed Control-z to get the com-
puter's attention, it printed out some
status information, including how many
people were already using the computer;
it might print "“14 users”, for example.
Someone thought it would be a great joke
to patch the system to print “14 los-
ers” instead. There ensued a great con-
troversy, as some of the users didn't
particularly want to be called losers to
their faces every time they used the com-
puter. For a while several hackers strug-
gled covertly, each changing the mes-
sage behind the back of the others; any
time you logged into the computer it was
even money whether it would say “users”
or “losers”. Finally, someone tried the
compromise “lusers”, and it stuck., Later
one of the ITS machines supported luser
as a request-for-help command. ITS died
the death in mid-1990, except as a museum
piece; the usage lives on, however, and
the term ‘luser’ is often seen in program
comments.

poser (n.) A wannabee; not hacker slang,
but used among crackers, phreaks and
warez d00dz. Not as negative as lamer or
Teech. probably derives from a similar
usage among punk-rockers and metalheads,
putting down those who “talk the talk but
don't walk the walk”.

RATIOS?

one word I encountered a lot while
researching warez was “ratio,” usually

in the form of "ratios suck!” A ratio
refers to a practice of some warez sites
in which you must upload a certain amount
of data in order to download stuff. If a
site had a 1:3 ratio, for instance, you'd
have to upload 10M8 of stuff in order

to download a 30MB file. It’s a system
that’s supposed to ensure that everyone
contributes to the scene, but serious
warez groups already exchange apps freely
on a regular basis anyway.

what follows is The Faction’s 10 point
Program, a sort of moral code for dis-
tributing warez. The font and manual
Tine-breaks in the original copy of The
Faction have been removed, but except
for a capitalization the text remains
unchanged.
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THE FACTION 10 POINT PROGRAM:

1. The disk 1imit is as of now 50 x
2.88 megabytes or 2,915,328 bytes. This
equates to a total of 144 megabytes of
compressed data orl45,766,400 bytes.
Using 2.88 megabyte archives enables us
to keep the standard 8 character filename
with a 3 character extension. This will
also help contribute to the elimination
of the ‘missing disk’ phenomenon, plagu-
ing end-users worldwide. Acceptable com-
pression formats at this time are ACE
and RAR, followed by the traditional
PKZIPing.

2. Every release under this Tlimit will
be a functionally and playably complete
game. This means that included will be
every component necessary for the suc-
cessful completion of the game (every
Tevel, track, course and other necessary
component.)

3. sound effects WILL and MUST be includ-
ed.

4. Intros, outros and Cut-Scenes should
be removed if the size of the release

is 40 x 2.88 disks or more with them
included. Intros should NOT be included
in a Mmovie Addon, only Cut-Scenes and
outro (aka End-Scene) should be included.
animation files, such as .SMKs, should be
“framed” and not blacked out. Re-index-
ing of Targe files, should consist of an
actual re-index, instead of just creating
a file full of 0's, (which doesn’t change
re-indexing of large files, but allows it
to compress to virtually nothing), thus
promoting more quality minded rips and
crack.

5. only 2 Addons should be released per
game. Each addon should be no more then
25 x 2.88 megabyte archives.

6. A brief outline of what has been
stripped from the game should be clear-
1y stated in the game-release .NFO, as
well as information as to whether or not
Addons can be expected.

7. childrens games (aka Kiddie games) and
Edutainment software do not qualify under
THE FACTION's guidelines for acceptable
releases.

8. In regard to games distributed in the
United States that are LATER distributed
in Europe or vice versa under the same or
different name / publisher. These games
if released AFTER another group’s release
are counted as DUPES unless it can be
proven that there is a clearly noticeable
PLAYABLE difference in the latter release
(eg. new levels, enhanced graphics, or
other new features).

9. Fully cracked update patches and
Trainers are highly regarded, though they
are not the responsibility of any group
(including that of which released the
original game). If 2 trainers from the
same or different group are released for
1 game, this does NOT qualify as a dupe
unless the latter trainer provides no new
features over the prior trainer.

10. Admittance to THE FACTION is done

on an invite / vote-in basis. The group
invitation must be proposed before ALL
current FACTION member-group representa-
tives. This council operates in a purely
democratic manner and all parties therein
have upon joining, agreed to follow all
stated guidelines of this Declaration of
scene Independence (sic). Today is not
only a new dawn in the games scene, but
our Independance (sic) Day where differ-
ences are at least temporarily put aside
and our unity re-consolidated.

This document was signed & approved on
october 17th, 1998 by the following indi-
viduals, representing their respective
groups:

Mr. skill - [CLASS] - ZEUS [PARADIGM] -
The Punisher [RAZOR 1911}
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Interview with DeepzOn3/Radium::.

Enjoy guyz, here is an hot interview with
DeepzOn3, one of the best world cracker.
DeepzOn3, u know the guy who works for
Radium. Special thnx to him for answer to
all these questions. Listen :)

wed Aug 26 18:44:12 1998

<_Kay_> Hi :)

<DeepzOn3> Hi

<ka¥_> what was the hardest prog to crack
and why was it so hardest?

<DeepzOn3> well... the hardest was Logic
3.0... It was some weeks of work... I
started just checking how the program
talks with the dongle... but know what
they talk is not enough... all times the
dialog is different and I had to know why
was different and fix that... this was
really the hard work and never was found
before.

<_Kay_> Is it the best protection ever
developed?

<DeepzOn3> There is no 100% secure protec-
tion scheme... This was just the hardest

I seen but Im sure there is more secure
ones... I Heard from a friend a protec-
tion scheme that is harder than this...

he couldnt fix it so Im sure must be harder
cause he is damn good. It was in use data
1ike a dongle but from a Internet Server
5o without internet connection cant be
started...

<_KayY_> whats the goal for a cracker, only
challenge?

<DeepzOn3> Yes but learn too... For me all
started trying to learn how the programs
works... I think is 1ike a chess party :)
<_KaY_> hehe cool :) I love chess so i can
understand what do u mean. what sort of
knowledges do need a cracker, what does he
need to study, is it long?

<DeepzOn3> well... a cracker must be
curious, very patient and must know some
programming... specially assembler. Must
know windows API too. I did my first crck
about two years ago and now I have much
more level. I Tearned how to do a serial,
cd check, some dongles, and more stuff...
For one guy that want to start

I only can say that he must read lot tu-
torials... ( 1 only readed one hehe ) and
he must have ot free time couse this is
very addictive... If anyone starts cant
Jeave till know how to crack... the app he
started.

<_KaY_> Are there lot of risks without
software developers and SPA, i mean real
risks?

<DeepzOn3> For now I only had job opportu-
nities with this...

<_KaY_> Really? Now u maybe able to set
good protections for developers, or is it
totally different job?

<DeepzOn3> well... as I know how a cracker
work I can develop a good protection

but never a non crackeable one... cause
there is no 100% secure protection. you
remember?... So why to protect if cant be
protected 100%?

<_KaY_> Have u got friendly contacts with
protections developers, do u trade ideas
with them?

<DeepzOn3> A few. well... I just talk
about how hard it was or how they can make
it more secure.

<_KaY_> Does it exist any competition be-
tween crackers?

<DeepzOn3> Maybe between groups but not
with crackers... at least about me.
<_KaY_>» Have u got any idea about the ul-
timate protection, what could it be?
<DeepzOn3> well.. maybe a dialog with a
server using Internet to get data for the
app using data on the user machine: user-
Name, SerialNumber, etc... like a dongle
but the dongle is on a Server... and all
requests are logged and if there 1is too
much time betwen two requests something
wrong is happening hehe :D this

will be something but Im sure not enough.
<_KaY_> Is there an important thing u
would 1ike to tell to radium software us-
ers?

<DeepzOn3> Just that they must think in
buy the software if they really use it
Tot... if you get it just for try its ok
but if they are using it to get money they
must think at the developers too... with-
out them the scene cant continue ;)
<_kaY_> will u continue for a Tong time to
crack music software for users?
<DeepzOn3> ahh sorry... well as I said
this is a very addictive thing so I think
I will be doing til1l I had no time for
that... for now I spent lot of my free
time in that but 1 love cracking and I
Tike music software.

<_KaY_> Thanx

©2000 Spyros (www.spyros.sk,spyros.nfo.sk)
Last Updated: 18-12-2000
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1% 4%
$F Rub your eyes. Smack your face. It's truel Logic Audio has finally been 4%
$F  fully ne and Int69 have worked countless hours to beat 43
$F the tri est protection i've ever seen. You rock :) 45
§F 43
$F Logic Audio is Emagic’s most powerful composition tool, with both MIDI 4%
$F and audio features : wvirtually unlimited midi & audio Tracks, 960 ppq 43
$F tim resolution, user definable keysets, real-time editing, multiple 4%

$F views, integraved scor k, just read the 43

SF webpage. http://wew.emagic.de/english, s/windows /LA_F. htm] 43
$F pont forget the addon pack Radium alsc released today. (RETAIL $700) 4%
§F 43
$F opinions : This package really kicks! sesides all the features, what a3
$F makes Logic Audio really stand out is how stable it is. During our 45
$F week of testing I wasn't able to ger this program te crash oncel Some 45
5F people say the interface takes a while ta learn, but 1've found it 45
$F easier than cubase. (Starting with Hsemzk's little guickstart tutorial 43
$F which is included in this release as ‘guikstrt.doc') 4%
‘$h ds'
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1) Run ‘setup.exe’

2) afrer setup, run the Rle ‘crack.exe'. vYou will be asked to enter the
directory name that you just installed Logic 3 into.

3) Run ‘DONGLE.EXE'! You must run this file anytime you want to start Logic

Note : If your mouse pauses momentarity when starting dongle.exe you can
prevent this by editing the Keyport setting in win.ini to an unused com port,

There are a lot of people who have contributed to making this happen :

of course, to Deepzone and Int6% for doing the impassible Too bad thera

isn't some national award for crackers! special thanks to Hsemzk, plorp

and Superpea, for donating your dongles to science :D Greetings also to AnTiM,
satBornchiller, and Leftfield.
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$F People we are Tooking for in Radium : a3
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1% 45
$F Seniors sandor, Jazimaster, Whouse 45
§F wMembers : Drugstah, Freeform, Finsitez, visuman, Megadoc, J@ker, audiD, 4§
SF Pterra, Smaug, Midiboy, Eetfuk, Lexpure, Taurus, Tuccos, 45
iF Coke?, Deepzone, Int6d, madMax, Mrlioiz, zound, Rickyl 45
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;i Interview with Sandor/Radium ::.

Enjoy guyz, here is the 1st official Radium
interview, an hot interview with Sandor
himself.

Fri Aug 28 00:16:47 1998

<_KaY_> when did rRadium group was created?
<Sandor> Back in July 1997.. a little over a
year ago :)

<_KaY_> whats is the primary goal of this
group?

<Sandor> well, i remember especially
downloading my 12th copy of a ‘Cubase 3.0
crack fully working', and it didnt work at
all, audiowarez was really getting neglected
by warez groups, and a lot of the releases
didnt work or were very badly tested, so i
figured it was time someone who actually used
the apps started releasing them :) So now,
our goal is to release programs that will

be useful to Musicians and try our best to
make sure they work well.our goal is also to
have fun :) we are all doing things that we
Tike to do - cracking or making installers
or gfx, etc...

<_KaY_> was it hard to create this group

i mean was it hard to find suppliers, good
crackers...?

<Sandor> Yes actually. At first it was

just DeepzOne and myself, and we released
together a little number of programs like
soundforge cd architect. But then DeepzOne
had to leave for a while and for a little
time it was just me. I was very close to
dropping Radium, because im not a cracker,
but things started going well, and i met
whouse, and then JazzMaster. Jazz had some
experience in cracking dongles, and we
decided to jump in and tackle a big program:
(Cubase 3.5). It took us a long time, an

we spent weeks and weeks testing.After we
released Cubase Score, things took off again
and we met up with Pterra-x and Freeform.
After some time, we had released quite a

few bigger programs 1ike Cakewalk 6.01.At
that time, j@ker was hanging out on ABSU
(alt.binaries.sound.utilies) and was doing
cracks there. I emailed him and he was very
happy to join, meet other crackers and get
new interesting things to crack. after a
few months, DeepzOne was free and came back
into Radium again, and then Drugstah joined
too... and with all that cracking talent its
been hard sometimes to keep them busy with
enough things to crack :D

<_KaY_> At the beginning of your group what
was the way to find software, coz its very
expensive?

<Sandor> Thats always been the hardest part!
some Radium members work in music stores,

so that helps, but we’'ve recieved a tot of
programs and support from certain people

on #audiowarez, and most recently a few
people have goten together to help buy some
programs that noone seems to be able to get,
but would be very good to have cracked.
<_KaY_> Do members meet just online or do
they have already met in real Tife?
<Sandor> Radium is very much across the
world - Europe and North America so its hard
to meet. Since Radium has gotten more well

known, Im also fairly protective of my real
identity, as most other Radium members are
too. However we have become very good friends
over time, working together, chatting, having
fun, helping.. so its not impossible we might
fly somewhere to meet someday.

<_KaY_> Does the channel #audiowarez was
created at the same time u created the group?
<Sandor> I created #audiowarez a few months
after Radium began. At that time there was
not any channel about this type of thing on
effnet. Of course it started small, just one
bot (hi sugarush!) and a dozen people, but

it grew really fast.. now on some days #aw
has had over 200 people in the channel at one
time.

<_KayY_> whats the goal of this channel and

if it continues to grow will u fix a Timit
(invite only or pass)?

<Sandor> Audiowarez doesnt really have a
goal.. its just us musicians all meeting to
gab about what we love - making music and
using music software :) when Radium peopie
have time, we try and help out if people have
technical problems, or dont know how to apply
a crack, etc... I cant imagine a day when
#audiowarez went invite only... for the most
part i think the channel runs really well,
and the people who come regulary are really
great people! And btw, many thanks to Ism,
steph and slip - who have helped out so much
in the channel.

<_Kay_> which important rules would u want to
remind to #audiowarez users?

<Sandor> well i dont need to anymore.. the
D00t bot seems to do it all haha

< Kay_> 1))

<Sandor> People in the channel seem to be
helping each other a good bit recenly

settig up an ftp to help those who dont have
things, sending a program to someone who
needs it, or helping solve common problems :)
<_KaY_> Some rumors tell the group became
famous all around the world and some software
companies contact your group to delay cracked
releases of their softs, is it true? Have u
got any contacts with software companies?
<Sandor> Yes, ive talked to some of the
programmers of the software. And overall, its
been surprisingly friendly. There has been
only one developer who came and complained
that he didnt want his program released,

and so we havent actually, but then he came
back in complaining later that he didnt have
enough promotion, and started advertising in
the channel.. But you cant have it both ways.
There have been some odd experiences, 1ike
programmers contacting us asking how they
can make their audio protection better. ;)
But the rumor about Propellorheads contacting
us asking us to delay the release of Rebirth
wasnt true. we had a hard time getting the
program at first, and then the protection was
EXTREMELY complex of course.. they had a lot
of time to work on it. we’ve never talked to
the propellorheads - although they did make
an offer and say they thought it would be
interesting to chat about protection. Im sure
it would be an interesting converstation if
it ever happened ;)

<_KaY_> Do software companies estimate they
Tost Tot of money till Radium exists?
<Sandor> Thats a hard guestion.. how do
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$F cubase VST is a midi and audio sequencer. It features realtime editing, 4%
$F unlimited MIDI tracks, Phrase Synthesizer, video Playback, Drum Editor, 4§
$F AutoAccompaniment, Graphical Mmastertrack Editor, DirectxX effects, 24bit 4%

$F O6kHz support, 4 Egqs per channel, B aux sends, Rewire, and lots more. 4%
$F More info at : htrp://www.steinberg.net/products/cubasevst24pc, htm) 4%
$F 43
$F wmotes : These Tast few versions of VST seem to be some of Steinberg's 43
$F more stable ones. If you're thinking about Tearning Cubase, now is a 43
$F pretty good time to try it. After 3 solid weeks of testing, v3.6r2 and 43
$F v3.650 this crack 1s still rocking :) congrats to all the crackers! 43
$F Keep a lockout for an addons release coming in the next day or so. 45
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Installing :

1} unzip, and un-rar. (make sure you unrar with long dirnames)

2) Run ‘360set.exe’ Enter anything for name. For serial# enter : 110000000
vYou dont need to reboot after this install (yet).

3) Run '365Up.exe’

4) after all the setups are done, run ‘ravstcrk.exe'

5) Reboot if necessary

Sub-Notes :

« Cubase still doesnt install under WinnT.

« This crack will not work with any versions other than vsT24 v3.6r2 or v3.650
+ If you ger an error while installing the updater, check your system for viridi
+ Yes the files in the ‘documents' directory are all supposed to be 0 bytes. :)

Enjoy!
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you measure? Im not convinced that warez
necessarily means the loss of monely the
8SA claims... I think a lot of warez

users are curious and want to know whats
available to them, even if they dont use

it and then of course there are the people
who Tike to have collections and dont even
use it at all :) on the other side, warez
people are generally very well informed and
they know whats REALLY good and useful..
not just what the ads say. Knowing all

this info makes the warez person almost

a ‘magnet’ of useful information... So

when someone needs a suggestion of what to
buy, its Tikely they will look for someone
who KNOWS the software. I know a lot of
people in the channel have been directly
influencial in helping people buy some
things because they could say to them ‘Yes,
it works .. Ive compared it to everything
else and its the best. And i think (i
hope!) that warez users buy the programs
after they have made a decision that its
really a good program. Im really against
people who sell warez, on cds, or otherwise
Ive had some people ask me to help them
remove a radium togo from a product because
they wanted to sell it to someone as an
original... this type of thing pisses me
off! warez shouldn’t mean free copies... I
hope people use it as a way to get really
informed about things.

<_Kay_> Do some companies or 'spa like'
tried to track some members of your group
or to make u feeling afraid of continue
your job? po u think it can be risky in the
future for your group to continue his work?
<sandor> I dont fool myself.. warez is
still illegal and we all take a Tot of
precautions but we havent had any direct
heat or pressure yet, recently wiReD
magazine asked Radium to do an interview
for a feature article, but we all agreed
that this type of thing wouldnt be good and
could mean bad things for Radium. (too much
exposure!)

<_KaY_> what will be the way if radium
becomes very famous and the most part of
ppls get their software with Radium Tabel?
Could it be a risk that software companies
stop product quality software coz they aint
gain enough money?

<Sandor> warez has existed as long as
software has, and essentially if Radium
didnt release one of the big programs,
someone else would. But i still dont think
rRadium releasing Sonic Foundry ACID for
example has made a significant decrease

in their sales. I guess that if it became
apparent that people we’rent buying
software anymore and were just getting from
radium, i would be the first one to leave.
<_Kay_> U told me above: ‘if Radium didnt
release one of the big programs, someone
else would' So is there some competition
beetween your group and some others (now or
in the past)?

<Sandor> The ‘general’ warez scene is
actually very dead in my eyes. It seems

a lot of the scene outside audio is run

by couriers who dont even care what the
programs are. In the General warez scene
there is a fair bit of competition, but i

think a lot of the bigger groups have decided
that Radium does Audio pretty well, so why
compete? we've also made some friends in some
groups, like siege and dod and weve helped
each other a few times - weve sent them some
non-audio programs and they've sent us some
audio things :)

<_KaY_>» Do Radium members make music in real
1ife?

<Sandor> Yes.. everyone in radium is a
musician. I think i would be hard for a non
musician to crack or test some of the harder
protections It takes a lot of dedication
and you need to love what you do. :)

<_Kay_> what sort of music do u make
yourself?

<sandor> Short 4 bar loops for installers
hehe

<_Kay_> hehe :)

<Sandor> But usually Ambient Dance.. also
some jazz. I like classical.

<_Kay_> Do u play any instrument?

<Sandor> My beloved Kurzweil k2000 and i

love to play hand drums (although i only have
cheap ones).

<_Ka¥Y_> Is it not too hard for u to keep time
for your private life (job, family...) and to
have enough time to work for Radium (U seem
to be lot of time on irc ;) your girlfriend
or your wife must be angry :))

<Sandor> haha.. Yes it gets hard to make sure
i leave enough time for everything. Ive found
if i dont sleep i get an extra 8 hours each
day for free

L Kkav_> 1))

<_kaY_> Do u want and do u think Radium will
got long 1ife?

<Sandor> This is hard to say.. i hope things
can continue for a long time, but im always
prepared for a time when it might have to
end. This is a hobby for everyone, not a

real job - so i think if it stopped being fun
we would decide it was time. I dont see an
end in sight though.. everything is running
pretty well

<_KaY_> Is there an important thing u would
Tike to tell to all radium software users?
<Sandor> Remember to eat your vegetables;
Always use antivirus software; Look both
ways before crossing the street. oh, and of
course.. if you USE a software a lot, please
buy it :)

<_Ka¥_> so is there anything u want add?
<Sandor> Just to thank all the people who
have been so helpful.. all the Radium members
. The crackers of course, but also zenta,
spelunk, Audi0, Madmax -- some of the

people you dont always see but do a lot of
work

<_KaY_> thanx to u sandor, thanx for all

the job u did and u do all dayz, thanx for
the time u waste for this interview, thnx to
all your group and continue for long time to
bring us tools to make our music -

<Sandor> :)

< Kay.> 1)

<Sandor> wow.. 2 hours hehe I think i need to
go get some food now :)

<_KaY_> hehe :) cya

© 2000 spyros (www.spyros.sk, spyros.nfo.sk)



z5555585553458555385555%
v 44

15 — 2355555055585 5555585585588558555855558585855858
L { N 1 1§ 4% 1%° Radium presents 43
$F 3555558 58555885p 48 5F 43
iF 1883 4338818%F sonic Foundry ACID v1.0a 4%
$F [$55555555585550" 45 5F {c) Sonic Foundry 4%
$F | 3%F ds 45 ‘sb ds'
$F |33F ‘$85. 43 PEESSSESSISSSSSSE5555585555555555555588°
iF |$3F “5353. 4% i
$F 558 "$345:, 44 =—=
5F i 4% Z3S5555 5855555555555 5558555585588558588558458
Sk r a d i u m 3% 18 a3
‘Sb d§’ §F cracker : Deepzlne 4%
FEEESE55555555585855 §F  packager : Sandor 4%
$F Prog Type : multitrack loop sequencer 4%
$F  Released : September 12, 1998 45
% 1.82 mb d§'

‘$b disks il
R EE442831853443 3243843388440 30303082320303 0
I

il =
2358838 Release,info $E555555555555555555555558385855538555588558555585555354%
5 45
$F ACID is a music creation tool that allows you to arrange and edit wave 4%
4F Toops on multiple tracks in realtime. after you drop a wave file into a3
$F ACID, it automaticly matches tempo and pitch - on the fiy. Features : 4%
§F MTC/SMPTE timecode chase, realtime Direct-X Flug In support, output to 4%
$F WAV file, 24bit audio support, unlimited undos, Netshow file support, 4%
$F tempo maps, Multiple sound card support and more. (RETAIL $399) 4%
$F 4%
$F New in this version : Sonic Foundry dont say. we can only assume it has 4%
$F bugfixes. Now that im looking... arent the icons a 1Tittle more yellow? 4§
$F 4%
$F opinfon : This program is in a cTass of its own - theres really nothing 43
$F else guite 1ike it. And it rules. Sonic Foundry, has once again wade an 4%
$F audio program that works they way You would probably invent if you were 4%
$F the designer. Almost everything works fn real time -- Changing a loop's 4§
$F strerching algorithm; Moving or deleting sounds; Orawing an envelope to 4%
$F control how Direct-X effects are applied to a track. Hell you could use 4%
$F this thing Tive. And the ability to save all song & sample data inside 4%
$F a single .acd file will make collaboration so easy. ACID may change the 4%
$F face of dance music. :) 4
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How to install
1) unzip and Run ‘SETUPACD.EXE' (works as standalone or update)

This release dedicated to Zenta who's determination, kindness and knowledge
is unmatched. Thanks to Drugstah (who alsc made a working crack) for being
gracious. To DeepzOne for being reliable as EVER, and Spelunk for being cool.
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$F Members : Drugstah, DeepzOne, JazzMaster, Freeform, Audi0, spelunk, 4%
5F prerra, Smaug, Eetfuk, Lexpure, Taurus, Zound, Stpark 45
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Review from Zemta :

This program simply *rocks® I just cant recommend it enough. Its pot just for
playing Toops but also for any other kind of digital multitracking.. Just
excellent. Hopefully midi support will be along shortly but as far as this
update is concerned I think 1t is mainly about updating the DX Plugin support
and small minor bug fixes. As always., Good work from Sonic Foundry.
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.:: Interview with yYazz / Radium ::.
Fri oct 29 23:57:04 1998

< Kav > Hi :)

<Yazz> Hi

< _Kay_> Till how lonag time do u crack
software and how did u begin?

<Yazz> Since 1984 on an old Commodore 64
imported from west Germany, i couldnt buy any
softs so i cracked them to get them.

<_KaY_> whats your main goal when you crack a
new program?

<Yazz> Its only fun and learning more about
PC system.

<_KaY_> what sort of knowledges do u use to
crack proggies? was it hard or long to learn?
<Yazz> The longest to get was experience and
to combine asm ¢ coding with understanding in
the same time what it does.

<_KaY_> Do u use in real 1ife your knowledges
to gain money? I mean do u work in computers
domain or is it just a passion?

<Yazz> No my job is absolutely different...
<_Kay_> what are your hobbies in 1ife? Have

u got enough time for private 1ife and your
cracker work?

<vazz> No real hobbies (except cracking),
only little bowling.

<_KaY_> Do u practice music in 1ife?

<yazz> No absolutely nothing, I cant play a
note!

<_KaY_> How did u meet Radium? why did u
accept to work with that group?

<Yazz> i meet radium after my cracks for
Cubase released for the group called Pentium.
Radium has the best power in group management
i ever seen! This structure is absolutely
cool.

<_Ka¥Y_> I heard u work for other groups b4?
what was them?

<Yazz> ~ Pentium-pft now apps ~ Dynasty games
~ Paradigm games ~ Paradox german apps ~ and
last but not least Radium.

<_Ka¥Y_> which crackers work do u most
appreciate? (best coders)

<Yazz> ~ Deepzone of Radium ~ Beowolf of
Razor ~ Grudge of Class ~ Brainski in coding
c win98 ~ and Hankman a newcomer.

< _KaY_> Do u think it could be risky for u in
the future to still crack pro-software Tike
vst? Aren't u afraid of Steinberg reactions
when they see each time '<yazz>' nickname in
the nfos? ;)

<Yazz> Hmmm... I’'m not sure, all cracking is
risky, but selling cracked stuff is more.
<_KaY_> Do u think one day u could stop to
crack software?

<Yazz> Hmmm... Hard question, i could say
yes when i will find a full job which needs my
full 1ife - but cracking will stays a little
hobby for me ti1l the end of my days on earth
1)

:_¥ay_> Did u ever find uncrackable software?
<Yazz> No all 1is crackable, its only a
question of time and power.

<_KaY_> Have u got some contacts with soft-
developers?

<Yazz> No

<_KaY_> would u like to work on the other
side? I mean would u Tike to help software
companies or developers to set better
protections? (Maybe u alredy did it...?)
<Yazz> No they didn’t have all phantasies to
do easy and good things.

< KaY_> Can u imagine an ultimate protection
in the future, what would it be?

<Yazz> No. Someone tried with pecrypt 1.02 by
using randomized functions, but its too much
difficult to understand to be able to use it.
I have many ideas to set one but no one is
really good at all.

< _Ka¥_> whats your story with Cubase? why are
u the only good cracker of this prog?

<Yazz> Ha! Its only a story of time, i spent
very long time to study Cubase protection
till its out.

<_KaY_> why VST is so hard to crack
especially? How does work the dongle
protection?

<yazz> Its not easy to explain in few words.
The more difficult in that protection is the
program reads information’s in the dongle,
and each information is different for each
function u use.

<_Ka¥Y_> poes the 3.6 version is harder to
crack than the old ones? why?

<Yazz> Yes, i think. Im not sure but it seems
they did something more than dongle calls.
<_KaY_> How many time do u think u need to
crack the new 3.6 update (approx)?

<yazz> 1 week with all testing and checking
i hope!

<_KaY_» Could it be possible to emulate a
100% software dongle that will support all
the future updates?

<Yazz> Yes with really hard work.

<_KaY_> what are the bugs differences
beetween your 3553 crack and the dongle
version?

<Yazz> There is none.

<_KaY_> Did u get some feedback yer from
steinberg about your cracks?

<Yazz> No and i hope i wont get some in the
future.

<_KaY_> pid u try to work on Logic protection
yet? Do u think Cubase dongle is harder of
Logic one to crack?

<Yazz> Yes i tried it, a hard thing in 16/32
bit coding with segmentation. Deepzon3 and
int 69 are the best guyz for this job. 40%
logic 60% steinberg

<_KaY_>» what do u think about warez, could it
become death of software development?

<Yazz> No. Most warez dont work for users.
They must pay and get beta version without
testing and something, This is the real prob!
<_KaY_> what would u Tike to add or tell to
audiowarez users?

<Yazz> I hope you like Radium :)

<_KaY_» Thnx for all <vazz> :))
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2553538 Release.info $ES55S5555585085888585855558585555855455385555585585535%

1 4%
F cubase V5T is a midi and audio sequencer. It features realtime editing, 4%
F unlimited MIDI tracks, Phrase Synthesizer, Video Playback, Drum Editor, 4§
F AutoAccompaniment, Graphical mastertrack Editor, Direct-X effects, etc, 4%
F wMore info at : http://www.steinberg-us.com/products/vst/index.htm] 45
F 4%
F oOpinions : Applause to Steinberg for finally documenting what each 45

F update fixes in their “bugfixes.wri™ fle. The Tist is pretty big :) 45

F See the end of this nfo for a list of VST web pages and FAQs. 45
E 43
F Released by Radium today : 4%
F Cubase.V5T.v3.553.full.install The main program. NO previous versions 4%
¥ are needed to install thisl ¥ 43
F Cubase.vsT.v3.553.full.extras - AT1 the extras: docs, Tibraries, etc 45

sh d
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ow to use “Cubase vsT,v3.553.full.install-Radium”

} It is suggested that you first uninstall cCubase Score vsT. (This installer
will install *cubase Audio-XT VST* which is a higher version.)
) unzip and Run ‘VSTSETUP.EXE" and follow the directions :)

Note : A1l the POF documents that this setup installs will be 0 bytes in size
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ou need to get the ‘full.extras’ pack if you want all the docs, mixmaps, erc

or reference :

udioXT serial = 110000000
core serial = 070000000
huge congrats to YAZZ| Special thanks to Jazzmastr, [Jesus], Kay,

parkE, Zound, Ib3o3, ScurzyToo, Ism, Zenta, Radio98, walstib,
ypermann, Flex, Morphadaz, Lev1288, Etheric, Fléflyboy, Visuman,
house, and SystmCrshi
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fhome3 . swipnet.se/~w-31215/music/ <«--= nice FAQ here
fwewi . instanet.com/~thedusk/30_frame_set.htm]
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SOFTWARE PIRACY: AN ALTERNATIVE VIEW
Jim Thomas and Gordon Meyer

(5 March, 1990)

The university policy against computer
software piracy has been widely
publicized, including in a recent

issue of Computing News (December,
1989). There is no question that the
university must protect itself against
actions of the NIU community for which
it could be held legally accountable.
However, based on our current research
of the "computer underground” and the
activities of “phreaks, hackers, and
pirates,” we find no evidence to support
the many value judgments offered in the
rationale circulated by the university.
These normative judgments contribute

to law enforcement tendencies to expand
the definitions of illegality and, as one
recent government publication has done,
to place piracy in the same category of
crimes as "computer theft” and “theft
of trade secrets.” our intent here

is neither to justify software piracy
nor to challenge university policy.
However, because the area of copyright
and “computer abuse” law is so new,

and because these laws tend to rely in
media and other depictions of “computer
underground” activity as criminally
sanctionable, we challenge conceptions
of underground activity that seem
unsubstantiated by evidence.

The university's normative justification of
the University policy can be summarized in
three broad principles:

1. software piracy shows disrespect for
the intellectual work and property of
others and subverts the mission of higher
education.

2. software piracy deprives authors of a
“fair return” for their work.

3. software piracy is unethical.

These assertions help justify
criminalization and corresponding
sanctions. However, The data from our
research do not support these judgments
for several reasons. First, software
pirates make a clear distinction between
“pirates,” persons who collect and

share software for as hobbyists akin

to stamp collectors, and “bootleggers.”
Bootleggers are persons who distribute
software for material gain. Pirates may
copy and install programs, but generally
their goal is to collect, and they derive
satisfaction from running programs for
which they have no need and that they will
rarely, if ever, use.

Second, software pirates - despite the
claims of the spa (Software Publishsers
Association) - report spending
considerably more money purchasing
software than the average user. Many of
these purchases are for trading, and there
is a strong ethos in the pirate world

that if one uses a program, one purchases
it. Reasons for purchasing include
documentation, acquiring information
about and discounts on updates, and on-
Tine technical support. It is quite common
for pirates to purchase identical programs
to those they have already obtained.

Third, the “no return” policy of most
software merchandisers makes it difficult
for potential buyers to assess the ability
of a program to meet their needs or work
adequately on their system. Piracy creates
an informed public by assuring that
programs are available for pre-testing,

by providing a pool of reasonably Tliterate
users to publicly discuss the merits of
competing products, and to even offer
technical assistance to those who have
purchased a program. In this sense, the
“unauthorized” copying of software can

be seen as contributing to the university
mission of expanding knowledge, of
preventing exploitation of consumers, and
above all, to the expansion of computer
Titeracy contributing to the free flow of
information.

Fourth, pirates spend a considerable sum
on their hobby. Among the most active
topics of discussion among pirates are
those of the need to endlessly upgrade,
the endless purchase of diskettes on
which to store programs, and - with the
popularity of 9600 baud modems - the
advantages of investing between $600-

900 for expanding telecommunications
hardware. Because most pirates exchange
software across telephone lines, piracy
has benefitted telephone companies because
of the growth of Bulletin Board Systems
(BBSs). our data indicate that an average
monthly phone bil1l of $200 or more is
common, and active pirates easily double
that cost.

Fifth, there is simply no evidence to
corroborate the claim that piracy deprives
authors of revenue. Our data suggest that
pirates annually purchase no less

than three times the 1.5 programs the

SPA estimates for the “average” user,
purchases directly related to the hobby
rather than a need. Further, few students
or faculty could afford the price of bDbase
4 and other large programs, and few people
could afford to spend several thousand
dollars a year on computer games. Traded
programs would simply remain unpurchased.
Because piracy creates an interest in
software, expands consumer literacy,

and contributes to a “user culture” that
benefits the industry as a whole, we
suggest that without such a culture there
would be less interest in software and,
consequently, less revenue for authors.
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Sixth, the claim that piracy is unethical
is usually a glib one made without a
strong rationale. Although we make no
metaphysical claims here, we do suggest
that the appeal to ethic in attempts to
criminalize piracy is far too serious to
be so glibly asserted, and the underlying
issues require far more research and
debate. Even in the debates over VCR
reproduction and photocopying books or
journal articles, the appeal to ethics
was never adduced as stridently and self-
righteously as in discussions of software
piracy.

The rapid growth of computer and
telecommunications technology brings

with it new ethical, legal, and practical
questions of the nature of “private
property,” free and open access to
information and resources, and definitions
of “authorship."” Few among us condone

any form of predatory behavior. However,
we find equally disturbing the tendency
to assumptively assert claims and
definitions that rightly should be brought
into a public forum for debate rather.
The University has the obligation to
protect the law, but it also has an equal
obligation to do so responsibly without
contributing to the current hysteria
surrounding alleged “computer crime.”

The preceding article is from the Computer
underground Digest Issue #1.03 / File S of
6 available on USENET, BITNET, Compuserve,
and various other interesting places.

Gordon and I wrote the following for
Northern I1linois university's THE
COMPUTING NEWS. It was not published

for two reasons. First, despite the fact
that our comments are drawn from an on-
going research project, it was considered
“opinionated.” we were in a catch-22
situation: we were required to work

within severe space constraints, and could
present neither data nor other research
citations, yet, we were also advised not
to make the article “too scholarly” for a
general audience. Second, and apparently
most important, we were told that if the
article were published, it would appear

to violate the NIU policy, so was
inappropriate. Only through the most

adept feat of intellectual aerobics could
such an interpretation be made, because

we were then, and our article is quite
explicit that, in no way opposing the
policy, but only the rhetoric in which it
was presented. our goal was to debate the
rhetoric, not the policy. Such a rationale
strikes us as the CHILLING EFFECT that has
occured because of recent hysteria
surrounding alleged computer abuses, and
we find it quite ironic that a university,
normally the cornerstone of debate, seems
to be stifling debate on this issue. So, we
present it here instead.

we have seen an earlier version of this
article floating around on bulletin boards,
but this is the final, “official,” version.

Jim Thomas / Gordon Meyer

BT s A R 2 2 A s e T2

Jim Thomas is an associate professor in
Sociology. Gordon Meyer received his M.A.
in sociology in 1989. They are currently
researching the computer underground from
which the data for this note are drawn.
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Sony Presents: Mariah Carey Screen Savers
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Heres a kick ass screen saver from yours truely TOOD
I tried it on windows 3.11 but it should work on 95 also. Just unzip
all the zips into ane directory and then just install it
Peace

SPECIAL GREETINGS TO:

VON,KIT,DEATH LORD,PENTIUM,BITECRASH,ESKO,STUSSER,SATHI,THE PEP
MENTAL BLOCK,DEATHELOW and MANY MORE...COOL PEQPLE
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28.8 (718) RING-DCOWN
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THE EFFECTS OF PIRACY
http://waw.marv.boyd.org/essay2/left.htm

Created and maintained by Marvin 3. Boyd
01997

Last updated : April 10, 1997

WHAT IS SOFTWARE PIRACY?

Piracy is defined as the unauthorized use
or reproduction of ANY copyrighted or
ANY patented software--PERIOD. Yes, that
Chessmaster 2000 game that your friend
gave you for Microsoft word is now pirated
software. And you are now both considered
pirates. You may be saying, “There is
nothing wrong with copying a littie game.
I will never get caught and no one will
ever no the difference.” True, you may
never get caught--then again, you may. Is
it worth the risk?

Piracy is 1ike a cancerous growth that
spreads and multiplies. Your friend may
now trade Microsoft word for Lotus 1-2-3.
with these two trades alone, Microsoft has
Tost approximately $200.00 in revenues. As
a computer user, it is a necessity to know
the risks and the intentions of software
piracy; likewise, it is necessary to

know the penalties and the intentions of
software developers, software companies,
and anti-piracy organizations.

WHY DO PEOPLE PIRATE SOFTWARE?

To answer this question, we must examine

the different types of pirates. There are
three main types: “low-end,” “high-end,”

and couriers.

The Jow-end pirate trades a game or
application infrequently. In many cases,
Tow-end pirates may actually delete

the software after they “preview” it.
These pirates mainly trade software with
their friends and do not usually utilize
bulletin boards or Internet FTP Sites to
quench their “pirating thirst.”

The high-end pirate goes from bulletin
board system to bulletin board system,

to FTP site, to WEB site looking for the
Jatest and newest software (warez). These
pirates usually keep the software; they
tend to download everything they see (even
if they will never use it) for trading
purposes. Finally, high-end pirates visit
software stores only to see what’s the
hottest new “ware” to pirate.

The elite pirates are the couriers. They
share many of the same characteristics as
the high-end pirate; however, the couriers
are at the top of the hierarchy. Courier
groups such as Razor9ll, THG (The Humble
Guys), and Pentagram, “release” software.
These groups do not actually write the
code for the programs--rather, they are
more of a clearinghouse for software.
These groups get the newest warez
(thoughtfully termed O or 1 day warez) in
many cases because of insiders working

for the large software companies. In

many cases, these couriers (and even

some high-end pirates) will gain access

to a company’s FTP Site (1like Macromedia
Shockwave) to exchange software illegally!
usually companies have very large,
powerful systems with large amounts of
bandwidth. In essence, a pirate could
store a “pirated copy” of microsoft Office
on Microsoft's own FTP site! Finally,
courier groups usually own their own large
FTP sites and mark each and every file that
they release with an .nfo file.

Pirates break the law for many different
reasons. Some do it to feel powerful and
to be a part of an “elite” group. (high-
end and courier) Others do it simply for
economic reasons - with a new version of
Microsoft Office coming out every other
year, it may be impossible to keep paying
outrageous software costs. Some may have
the money but do not feel that paying for
software is a worthy use of capital. Many
pirates (they may not classify themselves
as a pirate) copy software illegally
simply because they feel that they are
doing nothing wrong - they may be ignorant
of the law or they may feel that Bill
Gates (Mr. Geek) does not need an extra
set of gold utensils.

Finally, some may truly be “trying”
software before they actually but it;
however, many companies are now releasing
90 pay Evaluations which eventually
expire.

WHAT ARE THE “DOS” AND “DONTS” OF PIRACY?
(In the eyes of a pirate)

It would be impossible to discuss the
complete history of piracy, the culture,
and all of the techniques used in one
essay, so I have included a typical “po”
and “DON’T DO” 1ist for most “high-enders”
and couriers.
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This 15 the Windows % Enhanced Edition of the classic chess
gane, Chessmaster 4000. This game is practically the same as
the original version, but with the added speed and graphics
drivers for windows 95,

Greetr go out To @ The Undertaker, The Speed Bacer, Tha Gacko,
Pharach, Third Son, Hot Tuna, Maverick, moo, Beowulf, Faceless,
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Thess popular shirts are still svailable. See RERSHINT, TXT for
more details.

Razor Commesorative €0 update:

The Raror 10th Apniversary c0's full game 1ist is now available,
See RZRCOROM. TXT (inc). in this release) for the entire Tisting.
The games on the ¢0 will be fully cracked and 100% working, and
it will be made up of the best games cracked and relsased by the
Aaror Team since {ts inception in the PC sceme. The D will come
with special packaging and Razor logos, so if you're collector,
don't pass this one up. Send it your form now, to reserve your
owT Copy.
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DOs

DON’ TS

DO make copies from original disks, and be
sure to put the version of the product in
the description.

DO put “read me” tips in the first disk
if there’s a trick to getting a program
working.

DO put up complete files, NOT partial files,
and label them as they are on the disk.

DO put in the file description whether the
program is cracked or uncracked

DO read the message section of the boards,
and contribute when you can. Don’t be
afraid to ask dumb questions.

DO make sure you have sufficient space on
your hard drive or disks when downloading
a large file.

This may sound silly, but it’s not unusual
especially for novices to forget space and
botch a download.

po make sure to describe whether a program
you uploaded has special requirements
(mouse, math co-processor).

DO keep up on protocols... use the fastest
available. using xmodem is a sure sign of
a lamer.

D0 read the bulletins and check to be sure
the board doesn’t already have a copy of
what you are uploading.

DO use zip comments to specify what a disk
is.

DON'T whine and swear at the sysop. You
get on a board and get more access as you
prove yourself deserving.

DON’T upload .gif files and other programs
that are a dime a dozen and of little use.
upload what you would Tike to receive.

DON’T start changing handles for every
board. Most BBSers are known by one
handle, and change only if there is a good
reason to.

DON'T phreak to a pirate board. It draws
attention to the board and makes 1ife
miserable for everybody.

DON'T logoff prematurely. use the board’s
logoff command.

DON'T change the names of a file just to
get upload credit. This is a sure way to
get kicked off any board.

DON'T start flaming other users. Pirate
boards are SHARE boards, and most users
would rather read some good tips and not
engage in petty arguments.

DON’T upload faulty files or incomplete
files. Be sure it's all there. If it
isn’t, at least indicate that in the file
description.

DON’T blame the sysop for faulty files
until you have at least tried leaving
messages for help.

DON’T log on just to look around...upload
or post something. If you don’t SHARE,
you're taking time away from other users.
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WHAT IS THE LAW?

In 1964, the united States Copyright office
began to register software as a form of
Titerary expression. The Copyright Act
was amended in 1980 to include computer
programs. Today, according to Title 17 of
the United States Code, it is illegal to
make or distribute copies of copyrighted
material without authorization. The only
exception is the user's right to make

a single backup copy. In 1990 Congress
approved the Software Rental amendments
Act which prohibits the commercial rental,
leasing, or lending of software without
the express written permission of the
copyright holder. Individuals may possess
the original software program and one
backup copy of the software for their
personal use. No other copies may be made
without specific authorization from the
copyright owner.

WHAT ARE THE PENALTYES?

In late 1992, Congress passed an
amendment to Title 18, united States
Code, instituting criminal penalties for
copyright infringement of software. The
penalties include imprisonment of up

to five years, fines up to $250,000, or
both, for the unauthorized reproduction
or distribution of 10 or more copies of
software with a total retail value

united States law prohibits duplicating
software for profit, making multiple copies
for use by different users within an
organization, and giving an unauthorized
copy to another individual. If caught with
pirated software, you or your company may
be tried under both civil and criminal
Taw.

A civil action may be instituted for
injunction, actual damages (including
infringer’s profits), or statutory damages
up to $100,000 per infringement. Criminal
penalties for copyright infringement
include fines up to $250,000 and jail terms
up to five years, or both.

WHAT ARE THE RISKS ASSOCIATED WITH PIRATED
SOFTWARE?

when a user downloads (or trades) an
illegal copy of a software program, they
risk: viruses, corrupt disks, inadequate
documentation (although software piracy
groups, or courier groups usually include
an “nfo” file describing and rating the
pirated software), lack of technical
product support, and lack of software
upgrades offered to registered users.

OK, I AM WILLING TO TAKE THE ABOVE RISKS
TO AVOID ADDING TO MR. GEEK'S BILLIONS...

when you pirate or use counterfeited
software, you are not only putting
yourself at risk but you are denying

the software developer his or her
rightful revenue. In addition, you harm
the industry as a whole. A1l software
developers both big and small, spend
Titerally years developing software for
pubTic use. A portion of every dollar
spent in purchasing original software

is funneled back into research and
development so that better, more advanced
software can be produced. when you pirate
software, the company that developed it
never sees a dime. Thus, in many cases,
companies are forced to raise prices to
make up for lost revenue.

WHAT ARE YOUR RESPONSIBILITIES AS A USER?

your first responsibility as a software
user is to purchase original programs only
for your use. If you purchase software for
business use, every

computer at your place of business must
have its own set of original software

and the appropriate number of manuals.

It is illegal to purchase a single set

of original software to load onto more
than one computer or to lend, copy or
distribute software for any reason without
the prior written consent of the software
manufacturer.

WHO IS HELPING THE SITUATION?

The United States Government has been

an active participant in protecting

the rights of copyright owners. when

the software Publishers Association

(sPA) conducts a raid, Federal Marshals
or local law enforcement officers also
participate. Federal Judges have shown
their intolerance of copyright violators
by handing down increasingly large damage
awards against infringers. In addition,
software companies have setup their own
anti-piracy departments (You can call 1-
800-RULEGIT and report cases involving the
piracy of a Microsoft Product) to catch
criminals. In essence, you may trade a
game with your friend today, but he may
turn you in tomorrow.

IN CLOSING...

software companies put millions into
development each year. Piracy causes
companies to lose money and denies
software authors the compensation that
they deserve. Of course it is cheaper (and
sometimes easier) to download or trade

a program than driving to the store and
purchasing it. when you pirate software
you are cheating companies, putting
software authors out of work, and putting
yourself at risk for imprisonment.

WIRED 5 O4:warez wars
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WAREZ WARS

For the Inner Circle, cracking software is
a challenge. For the wannabe underground,
collecting it is an obsession. For the
software industry, it’s a billion-dollar
nightmare.

By David McCandless,

wired Magazine Issue 5.04 - April 1997

Sunday morning, 7 a.m., somewhere in US
Eastern Standard Time: Mad Hatter gets up,
has a glass of Seagram’s Ginger Ale and a
cigarette, and checks his machine, which
has been running automated scripts all
night. He looks for errors and then reads
his e mail. He has 30 messages from all
over the world: some fan mail, a couple
of flames, a few snippets of interesting
information, three or four requests

- some clear, some PGP-encoded. After a
quick espresso and another cigarette, he
surveys the contents of a few private

FTP sites, filters through a bunch of new
files, and then reroutes the good stuff to
his newsreader. After breakfast with the
family, another wave of automated scripts
kicks in. The ISDN connection hums to
life. A steady stream of bytes departs his
machine at 128 kbps and vanishes into the
ether. By the end of the day mMad Hatter,
a ringleader of the software piracy group
called the Inner Circle, will have poured
300 Mbytes of illegal “warez” onto the
Internet.

Monday morning, 9 a.m., Greenwich Mean
Time: pPhil arrives for work in Bracknell,
england, in a suit and tie, just back from
a few days in switzerland. Inside Novell
UK's glossy five-story headquarters, he
lets himself into his office. 1t Tooks like
a mad, bad bedroom - shiny desktops and
derelict ones, disemboweled minitowers

and battered servers, every last expansion
slot distended with DAT machines, CD-ROM
burners, extra hard drives.

A metal shelf unit contains a rack of
monitors, some video equipment, spare
keyboards. Everything is wired insanely
to a single ISDN line. After a coffee,
Phil boots up and skims his email. Twenty
minutes later he has ceased to be phil.
For the next week, he will pretend to

be a trader, a courier, a cracker, a
newbie, a lamer, a lurker, a leecher. He
is an undercover Internet detective, a
“technical investigator.” He spends his
days roving the Net, finding people like
Mad Hatter - and busting them.

This is a story about a universe with
two parallel, overlapping worlds. One is
the familiar, dull world of the software
industry, with its development costs,
marketing teams, profit, and loss. Phil's
world, at least part of the day.

And then there is warez world, the Mad
Hatter’s world, a strange place of IRC
channels and usenet groups, of thrills,
prestige, and fear. A world of expert
crackers who strip the protection from
expensive new software and upload copies
onto the Net within days of its release.
A world of wannabes and collectors, whose
hard drives are stuffed 1ike stamp albums,
with programs they'l11l never use. And a
world of profit pirates, who do exactly
what the software makers say: rip off
other people’s stuff and sell it for their
own benefit.

In Phil’s world, software is a valuable
tool that commands high prices - programs
Tike QuarkxpPress, windows NT, and AutoCAD,
costing thousands of dollars a shot.

But in Mad Hatter's world, those sticker
prices means nothing - except inasmuch

as more expensive programs are harder

to crack, and that makes them the most
desirable, spectacular trophies of all.

In pPhil’s world, warez are a menace. In
warez world, phil is. Filthy Tucre phil’s
world is full of nasty numbers. Anti-
piracy organizations like the Software
Publishers Association and Business
software Alliance estimate that more than
us$5 million worth of software is cracked
and uploaded daily to the Net, where
anyone can download it free of charge.

A running scoreboard on the BSA web site
charts the industry’s losses to piracy:
$482 a second, $28,900 a minute, $1.7
million an hour, $41.6 million a day,
$291.5 million a week. A lot of that is
garden-variety unlicensed copying and

Far East-style counterfeiting. But an
estimated one-third leaks out through
warez world, which can be anywhere there’s
a computer, a phone, and a modem.

This is bad news for the business. Think
of the Tost revenue! The Tost customers!
“It’s a frightening scenario out there,”
says Martin smith, Novell’s product-
Ticensing manager for Europe, the Middle
East, and Africa. “we are seeing a very,
very rapid development of crime on the
Internet.”

He’s not being paranoid: look at the
thousands of messages that pour through
alt.binaries.warez.ibm-pc and the

other Usenet sites that are the warez
world’s pulsing heart. In a typical
week, you'll see Microsoft Office Pro

and visual C++, Autodesk 3D Studio MAX,
softimage 3D, SoundForge, Cakewalk Pro
Audio, wordperfect, Adobe photoshop 4.0
- virtually every high-end package in
existence. All this plus impossibly early
betas and alphas. Add a smattering of
mundane web tools, Net apps, registered
shareware, games, and utilities, and you
have everything for the forward-looking
computer user.
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AR ML AL . - P 30 to 40 percent of the traffic on usenet, zipped file cleanly, reverently, into the
T " o an average of more than 500 Mbytes in collection. They may even install it. Then
e > downloads every 24 hours, according to toy absentmindedly with its toolbars and
" . OpNet. palettes before tucking it away and never
. r running it again.
» . Bad news indeed for Phil and his friends,
o e gazing at those endless dollar signs. But Look at Michael, an 18-year-old warez
» . warez world’s leading citizens say that junkie who's also into weight 1ifting.
. - filthy lucre is beside the point - at least In the evenings, while his friends pursue
. . for them and the hungry collectors they women, he's either at the gym or home
5 e supply. at his machine, combing the planet for
. . the latest dot releases of 3D Studio
% 4 “No money ever exchanges hands in our MAX. "I bought a Zip drive so I could
> . forum,” says california Red, one of a store it all. The SoftImage rip is 20
- - half dozen of the Mad Hatter's Inner disks. It took me three months to get
’ . circle colleagues gathered for an IRC the entire set.” A directory called
. 5 chat. “we’re on the nonprofit side of the WAREZ on his D:/ drive has $50,000 worth
or af ar . » warez feeding chain,” insists another, TAG of cracked software, more than any one
% - 4 (The Analog Guy). “It’s a trade. You give person could ever use, ludicrous amounts
- . what you have, get something you need. No of applications. The more high-end and
" - 3 money needed,” adds Clickety. “we’re not toolbar-tastic the app, the better.
® = B . in it for the money. I would never sell without technical support or manuals, he
ot 2 > something I got from warez,” california hasn't a clue how to use most of it. But
. wewece 18871 0 a . Red reiterates. “Never made a dime,” says it’s there and will stay there. “warez
AL AL AR AR A A A LA AL UL . 4 : . - e
" Mad Hatter. give you a weird kind of feeling,” he
AL . i - . says. “You end up collecting programs you
TP s frtantedd " P Even Phil admits these are not the people don't need and never use. Just so you can
e . responsible - not directly, anyhow - for say, ‘I’'ve got this or I’'ve got that.’ Or
: > the 500-Mbyte, $50 bundled software CD- ‘My version of Photoshop is higher than
. . RoMs from Asia that are the industry’s yours.'”
! 5 most prominent nightmare. wWarez crackers,
“ . traders, and collectors don’t pirate mad Hatter knows the feeling. “It’s an
x HTS TR, P, . : software to make a 1iving: they pirate obsessive game. We see it every day -
N e " . software because they can. people begging for something to ‘finish
+ Tops! B . s 3 their collection.’” He’s not much better
[ . The more the manufacturers harden a himself. “when I was out of work on
b 5 product, with tricky serial numbers disability, I was totally motivated by
» . and anti-copy systems, the more fun it the thrill of massive uploads, uploading
1 1 becomes to break. Theft? No: it's a game, at least 40 mbytes a day for four months
- . a pissing contest; a bunch of dicks and a straight.” Fellow Inner Circle member
L 2 ruler. It’s a hobby, an act of bloodless Clickety used to spend 12 hours a day
P . terrorism. It's “Fuck you, Microsoft.” online until college got “"awful heavy."”
= E It’s about having something the other guy Another, Abraxas, spends 6 to 10 hours
. doesn’t. It's about telling him that you online on weekdays, 12 to 16 on weekends
b E have something he doesn’t and forcing him But Mad Hatter - who runs the semi-tongue-
= S , - . to trade something he has for something in-cheek, semi-poker-faced discussion
. . E you don’t. In other words, it's an group alt.support.warez.recovery - is
u AMALLLLILLLL AL M . addiction. making progress: he’s down to 30 Mbytes
i i } P a day.
v LA . . Listen to a typical dialog on an IRC warez
H»LLQLAL SRR LA e r trading channel: “My computer is online 24 hours a day,” he
" sy . v says. “A warez pirate is always online.”
x P “what you got?”
. . “Cubase three.”
: P “what’s that?”
. . “A music program.”
. P “I got it. what else?”
. . “No, but it’s cubase three-oh-three - the
: ’ h E Tatest bugfix."”
LA A LA LA AR AR . . “shit. Gimme.”
T e : : “It’s not a patch. It’s another seven meg
i KA . . download.”
a1 . o “Don’t care. I want it.”
. .
. .
A " . .
X-FORCE 1997 Reoxciel T - o + - o
. .
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For Joe warez Addict at the end of the
cracked software food chain, membership

in a group like the Inner Circle is the
ultimate collectible. A way to legitimize
their addiction, work for the common good,
and, of course, get a nice fresh supply of
warez. T he drug addict becomes dealer. A
sizable chunk of Mad Hatter's daily mail
is begging letters: “I hope that if I ask
this question, you will not be offended in
any way. But can I join the Inner Circle?
I mean, I respect the Inner Circle ...

but never got a chance to join it. I was
just wondering, can I? Please mail me back
ASAP."”

Needless to say, this lone obsessive
didn’t get his chance. Joining the Inner
circle is high on impossible. Reaching
its members, though, is easy enough. They
keep a high profile, both in posting files
on Usenet and flaming lamers. when I first
tried to contact them I thought that they
weren't so good at answering email, but
it turned out their provider had just been
taken offline for illegal spamming. They
relocated en masse, and my mail had been
Tost in transit. So I posted a message to
one of their newsgroups, made sure it was
correctly labeled, politely worded, and
not crossposted (a cardinal sin anywhere
on Usenet). A reply arrived within eight
hours. Mad Hatter was more than happy

to talk, but not on the phone, not in
person, and not on conventional IRC. "It
has a bit of a habit of advertising my

IP address,” he said. He and six other
Inner Circle members set up their own IRC
server, configured a secret channel, and
arranged a mutually convenient time for
a live interview. we met and talked for
nine hours, in the bizarre overlapping
conversational style of IRC. They were
frank and open, friendly and articulate

- and, 1ike any new start-up, flattered by
the attention.

A 17-strong force, the Inner Circle has
its own iconography and its own ideals.
Its members are warez gods. They preach,
police, advise, flame. Their commandments?
Good manners, good use of bandwidth,

and good warez. Give unto others as you
would have them give unto you. when the
Inner Circle is not sourcing warez from
secret sites, its members are hunting
and gathering from more conventional
sources. Clickety borrows fresh stuff
from his clients. A few have attended
Microsoft Solution seminars. “Some of us
are actual beta testers, too,” says Mad
Hatter. “That’s got to be scary for the
developers.”

One way or another, they help maintain
the steady flow of warez onto Usenet. From
there, various wannabes, lamers, and
aspirants copy their work to countless
BBSes, FTP sites, and web pages.

These are not pimply teenagers devoid of
social life and graces, little ferrets

who talk in bIFF text and make napalm

out of soap and lightbulbs; they're not
downloading porn or being careful not

to wake their parents or spelling “cool”
as “kewl."” According to the interviews I
conducted, not one member is younger than
20; Clickety-Clack is the youngest at

23. Most are 30-plus. Champion uploader
pigital has been happily married for 22 of
his 46 years. Most are well-adjusted white
males with day jobs and thoroughly nuclear
families. Founding member Abraxas has
three kids, one over 18. Mad Hatter runs

a small business from home. Technical guru
TAG is a computer animator. Irrelevant
maintains commercial real estate. They're
spread all over the uUnited States. A few
are concentrated around orlando, Florida.
Two or three others are california-based.
For obvious reasons, that's as precise as
they like to get.

The Inner Circle was born of a sense of
outrage that their beloved pirate-wares
newsgroups were going to pot. warez had
been around for more than a decade, but
the growth of the Internet was bringing
clueless newbies onto the boards. warez
needed a code of ethics and a group of
Teaders to set some examples. The leaders
would be the best crackers - some of whom
became the Inner Circle.

“we took over alt.binaries.pictures.leek
in early ‘96,” explains Abraxas, “and then
leaked the first Nashville [windows 97]
beta. The groups were being overrun by
clueless people. They needed help. They
were wasting Internet resources. Perhaps
if we could encourage responsible use of
the available bandwidth, the whole usenet
warez ‘scene’ might last a while longer.
warez was around before we were, and will
be after, but we wanted to help people and
preserve resources using common sense.”

As enforcers of the warez code, the

Inner Circle can be swift and sure. In
April 1996, a pirate gang called Nomad,
convinced that posts to warez groups

were being suppressed, decided to get
themselves some unsupervised elbow room.
They selected an anti work newsgroup

- alt.binaries.slack, relatively empty
and off the beaten track - where software
could be slipped past news providers who
had firewalled the usual warez forums.
within 24 hours, the forum was flooded
with the latest releases. The slackers
bestirred themselves from their apathy and
fought back, posting files that told the
pirates politely to push off. The warez
kept coming. Then the Inner Circle waded
in on the slackers’ side and castigated
the invaders for their poor manners. The
pirates left meekly - though as a parting
gift, one of them posted microsoft NT,
Beta 3, all 48 Mbytes of it, in 5,734
parts. The slackers’ newsfeed was clogged
for days.
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Grests go out to our newest courier/member, 5Tick Willard. He is gonna
help spread our stuff to the other side of the country and hopefully he
will send a little back this way....welcome aboard dude. ..
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Thank You for callipg this inner circle BBES.

By unzipping this file, you declare that you agree to abide by all the
copywrite laws of the united States, and also declare that you are not

affiliated with nor report to ANY Goverrment, Law Enforcement or Private
Ssecurity agency, Software Company, or agent thereof. This softmare is
provided free of charge, by this non-profit Tibrary for non-profit purposes,
as provided for in TITLE 17 of the u.S. copyright law. The check-out period
is 24 hours, starting Now, after which 1t must be purchased or erased.

SUPPORT THE INDUSTRY. They eat too. ANY OTHER USE CONSTITUTES FRAUD AND
CRIMINAL TRESSPASS!|
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Inner Circle is a pon-profit organization. we anly want to share
If you can help, upload this file to every B8S you call. simple.
Ho Politics. we thank all those who have come before us, and have

inspired us to pool our rescources and do our share to enhance the
quality of the BES scepe today. This is the 90's. we have arrived. =)
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A slightly disturbing revelation came out
of the sTacker invasion. “After the first
attempted takeover, we discovered just
how scary search engines 1ike Deja News
and Altavista were,” explains TAG. “You
could dig up real email addresses pretty
easy on about 75 percent of people posting
warez.” A worried TAG hacked into the
code of Forte Agent, an industry standard
newsreader already cracked to bypass the
shareware cripples, and stripped away

the Xx-newsreader header, giving posters
far greater anonymity. As a side effect,
the patch also reduced email spams by
two-thirds. “The hack went over so well
with even non-warez people that Forte
eventually incorporated it into Agent as
a feature,” TAG says proudly, “although I
don’t think they’11 be giving us credit.”

By mid-’96, Mad Hatter decided that police
work was getting to be too much of a
chore. The news feed was being clogged

by lamers, requesters, and partials
posters with “room-temperature IQs.
genuinely into warez were seeing less

and less complete software uploaded; in
its place were hundreds of stray disks
and clammy begging posts. In a rare fit of
pique, Mad Hatter took his revenge.

Those

“If I continue to see the ‘here’s what

I have’ threads,” he wrote, “I will

stop uploading here. I will not help and
will laugh my ass off that everyone is
suffering. If for some reason you doubt
that I make a difference, it’s your loss,
as I personally have uploaded 85 percent
of all the shit that’s getting posted now
when it was zero day or still fresh. Keep
fighting over stale shit - I like to watch;
keep posting partials, and 1’11 stop
upping my 100 to 300 mbytes a week. In
fact, I think 1'11 stop now. “

And stop the Inner Circle did. “we
became burnt out on educating the
masses,” Mad Hatter says. Instead, a
range of guaranteed lamer-free encrypted
newsgroups was created for posting PGP-
encoded warez, for Inner Circle approved
members only. Those on the select
interested-parties list are given the
codes to unlock the software, and anyone
can apply to join.

Requirement: a reasonable knowledge of
PGP. “Hopefully this is a sign you won’t
be totally incompetent if you choose to
post,” says TAG. At the last count, the
IPL had 500 subscribers, happily trading
warez under the protection of the latest
in anti-lamer technology.

NEW ECONOMY

warez on Usenet are basically gifts -
testimony to the power and stature of
the giver. Files are posted for all

to download, free. Just fire up your
newsreader, point it at an appropriate
forum, and a list 1ike a home-shopping

catalog of the latest software spills down
your screen. There is no pressure, but if
you download and you like the vibe, you
are expected to join the community and
contribute uploads whenever possible.

on the freewheeling IRC chat forums,
warez are no longer gifts - they’re trade
goods. The rewards are greater, but you’ve
got to work for them. The IRC channels
are 24-hour stock exchanges cum street
markets: Freewarez, warez96, Warez4Free,
warezSitez, warezAppz, and warezGamez.
There are private channels, hidden areas,
and invite-only piracy parties. And there
are no free lunches - every piece of
software has to be paid for, in software.
The more recent the application, the
higher its value. The ultimate bartering
tools are zero-day warez - software
released by a commercial house in the
last 24 hours, cracked if necessary and
uploaded. The prizes for good zero-day
warez vary; you may get instant download
status on a particular server, logins

and password s for exclusive FTP sites,
or admission to the ranks of a powerful
cartel 1ike the Inner Circle.

“Zero-day sites are very élite stuff,”
explains paid-up élitist TAG. “People

can get access only if they can move a

few hundred Mbytes a day. Most are invite
only. The average IRC warez trader doesn’t
get that kind of access unless he puts

a lot of effort into it.” zero-day warez
trading is a fraught business; competition
between groups often leads to malpractice.
“You get a lot of first releases with bad
cracks,” says TAG, “just so someone can
say they released first. Then two days
later, you get a working crack. we get
most of our freshest stuff from private
FTP and courier drop sites."”

If your software collection is more
mundane, you can trade one piece

directly for another. But with so many
unpoliced egos in one place, this can

be risky. People will often welsh on
deals, allowing you to pass them a file

and then disappearing into the ether.
cunning traders will barter with “trojans”
- zipped-up files of gunk, realistic enough
to carry out half the transaction. In
extreme cases, someone may feed you a
virus.

A step down from zero-day warez are drop
sites, where fresh cracks can be found for
the cost of a download. Some drop sites
run on the trader’s own machine; others
piggyback on government or corporate
mainframes, shareware mirrors, and
university networks. Often they’re only

in existence for 24 hours, or on weekends
when the sysops are at home. wherever you
end up, you’1l be struck by the extreme
politesse and measured courtesy, united by
a common Janguage. “Greets m8. Have appz,
gamez and crackz on 129.102.1.3. Looking
for Pshop 4.0 beta. L8ter.” “Have 1.5 gigs
of warez on anonymous Tl. upload for leech
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access. /msg me for more info. No lamers."”
REAL MONEY

Back in pPhil’s world, they can’t quite
cope with the idea of this ferocious brag-
driven barter economy cloaked in courtesy.
The SPA and the BSA just don’'t believe

it. “Considering the amount of time they
dedicate, they must be making a return to
justify it,” says phil.

casual observers of the BSA's web site may
well be convinced, if only because they're
stunned by the money that’s involved - or
seems to be. Fifteen point five billion
dollars a year! But those figures are based
on the assumption that if piracy were
stopped, someone would be willing to pay
for every pirated copy in circulation.

“BilYions of dollars?” scoffs East London
BBS operator Time Bandit. “I know guys who
have thousands and thousands of pounds
worth of software, but the values are
meaningless. win95 may cost, Tike, £75 1in
the shops, but in warez, it’s worthless.
It's just another file that you might swap
for another program, which might cost four
grand. How much it costs in real money is
meaningless.”

How do you ram home sales figures and
quarterly losses to a bunch of teenagers
who see warez trading as their passport
to acceptance on the scurriltous side of

a brave new world? How do you convince
middle-aged men who see incandescently
expensive software as monopoly monhey in a
vast, global boardgame that what they're
doing is “harmful”? In the software
industry’s latest campaign, you scare them
- or try. The BSA's mandate used to be
“not to capture pirates, but to eradicate
piracy.” Now exemplary punishment is the
big thing.

To do that, the BSA and the SPA are
willing to push the Taw to its Tlimits.
Prosecuting clear offenders - warez-
vending B8S operators and FTP-site
pirates, for instance - is one thing;
suing ISPs for carrying web pages
containing pirate links and cracks is
another. A typical case was against C2wnet,
a Buffalo, New York-based ISP that the
SPA sued for doing just that. In what
smacked of a token prosecution - or, in
the words of C2Net’s president, Sameer
Parekh, “legal terrorism” - the action by
Adobe, Claris , and Traveling Software,
under the aegis of the SPA, held the
provider responsible as “publishers”

for the contents of its server, and for
the activities of individual account
holders. The SsPAa eventually backed off but
threatens to revive the suit if C2N et and
other ISPs don’t agree to monitor their
users for copyright infringement. C2Net
says it will not give 1in to litigious
“bullying.”

And then there are straightforward busts.
on January 12, 1996, Microsoft and Novell

jointly announced a settlement with Scott
W. Morris, who was “doing business as the
Assassin’s Guild BBS ... billed ... as
the worldwide headquarters for two large
pirate groups, Pirates with Attitude
(PwA) and Razor 1911." According to the
statement, “marshals seized 13 computers,
11 modems, a satellite dish, 9 gigabytes
of online data, and over 40 gigabytes

of offline data storage dating back to
1992.... Mr. Morris agrees to assist
Microsoft and Novell in their continuing
BBS investigations.”

Phil, our undercover Internet detective,
wasn't responsible for that particular
drama, but he's been integral to others.
His latest victory was in Zirich - “a
Tandmark case against individuals and
organizations distributing unlicensed
software on the Internet,” he calls it.

A 27-year-old computer technician who
helpfully called himself “The pirate”

was running an FTP site filled to the brim
with warez, including us$60,000 worth

of unlicensed Novell software. Phil,
impersonating a trader, infiltrated the
site (admittedly no great feat), collected
evidence, then handed it over to the Swiss
police. He accompanied them on the raid
to ensure no evidence was damaged. “He was
one of a new breed who advertise on the
internet,” says Phil. “He made his files
available via email requests and telnet.”
swiss police also raided the home of a

BBS called M-E-M-0, run by “The Shadow,”

a friend of The Pirate. unfortunately, The
shadow was on holiday with his parents.
The family returned two weeks later to

find their front door broken down; the

son was arrested. If convicted, the young
pirates face up to three years in jail and
possible $80,000 fines.

The Pirate’s mistake - aside from his
suicidal choice of nickname - was to

plant himself geographically. phil, a
former corporate network manager, was

able to trace him through his FTP site’s
IP address. Phil knows his networks;

this makes him the perfect undercover
agent -and one of Novell uUK’s most envied
employees. “I play on the Net all day,” he
says, “and get paid for 1it.”

There's a bit more to it than that.

Phil and his counterparts in Asia and

the us are deployed to infiltrate pirate
groups; to study IRC; to get under the
skin of the lamers, the dabblers, and the
professionals; to chat, seduce, charm, and
interact with the denizens of this bizarre
over-underworld. phil talks to traders in
their own language, understands the tricks
and traps.

After busting The Pirate, he says, “we
were talking and he was moaning about the
sTuggishness of his network. I pointed out
that, aside from using LANtastic, he was
using a 75-ohm terminator on the back of
his file server, slowing the whole thing
down.”
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Now that he’'s back from zirich, phil will
be getting some new toys: the spoils of
war. In many jurisdictions, any hardware
deemed to be part of an illegal setup can
be taken by investigators and - if part
of a civil prosecution - can be worked
in as part of the settlement. once sucked
dry of evidence and incriminating data,
the cannibalized machines are moved to
Bracknell and hooked up to the network.
But despite the resources at his disposal
and his status as a network ninja, Phil
doesn't always get his man. "If there’s a
person out there who has a decent level
of technological awareness of the ways he
can be Tlocated, it's quite true to say he
could successfully hide himself, or use

a system where it would be impossible to
track him. It's technically possible for
them to bounce their messages all around
the world and have us running around

Tike blue-arsed flies.” It's a retuctant
admission, but then Phil is one person
pitted against thousands.

Successful prosecutions aren’t always
that easy either. Take David LaMacchia,
an MIT engineering student who turned two
of the school’s servers into drop sites
and downloaded an estimated $1 million
worth of pirated software. LaMacchia was
arrested in 1995, only to have the case
thrown out by a judge who ruled that

no “commercial motive” was involved.
Prosecutors tried charging him with wire
fraud, but this was ruled an unacceptable
stretching of the law. LaMacchia walked
free. “Bringing Internet cases through
the judicial system is a nightmare,” says
Novell’s martin smith. “Try talking to

a judge about ‘dynamically allocated IP
addresses.’ we don’t have a chance.”

Tell that to the former warez traders

of America online, which had a meteoric
history as a pirate mecca. For years,
instructions on how to crack AOL's
security and obtain free accounts were a
Usenet staple. online, “freewarez” chat
rooms were packed with traders, 24 hours
a day. Megabytes of warez were kept in
permanent circulation.

Then came the crackdown of 1996, a

dark period in warez history. Goaded

by software-industry watchdogs, AOL
introduced countermeasures to disinfect
its system; alt.binaries.warez was removed
from the Internet newsfeed. CATwatch
automated sentinels were placed on AOL's
warez chat channels, logging off anyone
who entered. “Free” accounts were traced
and nuked.

Michael, the weight-1ifting trader and
also an AOL veteran, says everyone thought
that “the FBI had infiltrated the warez
groups, and we were all going to get
busted.” On the cusp of the big time

- a top pirate outfit named Hybrid had a
position open - Michael had been hoping

to prove himself by doing a €D rip of
the soccer game Euro 96. “I was halfway
through removing the FMv and CD audio.
I reckon I could’'ve got it down from

58 disks to 9. But then everything went
haywire.”

profit-driven crackers are actually the
easiest to catch: they have links to the
real world, starting with the money trai)
from credit cards. And the easiest prey
of all are BBSes, with their telltale
telephone connections. In January, FBI
agents led by the bureau’s San Francisco-
based International Computer Crime Squad
raided homes and businesses in california
and half a dozen other states. They
seized computers, hard drives, and modems,
though no arrests were made. Along with
Adobe, Autodesk, and other BSA stalwarts,
the 1ist of software companies involved
included Sega and Sony - a hint that the
targets included gold-disk dupers who
counterfeit mass-market videogames.

Mad Hatter was not impressed. “wow, I'm
in hiding," he cracked the day after

the raids. But “Cyber Strike” was, as
BSA vice president Bob Kruger said later
in a statement, “the most ambitious

Taw enforcement action to date against
Internet piracy” - specifically, the first
uUS case in which the FBI, rather than
Tocal police, took the Tead. And that
can’t help but augment the BSA's number-
one antipiracy tactic for 1997: creating
the “perception of threat.”

And even warez gods don’t necessarily want
the FBI on their case. But bluster aside,
people like Mad Hatter are intrinsically

- and deliberately - much harder to catch.
The most prestigious pirate groups - Razor
1911, pop, Pirates with Attitude, the
Inner Circle - are tightly knit clubs
whose members have known each other for
years and call each other “good friends" -
though they rarely, if ever, meet. Joining
is no easy task. Positions become vacant
only when members quit or are busted,

or a vote is taken to expand operations.
Kudos and reputation are everything.
unofficial homepages can be found here

and there, constructed by acolytes who
celebrate the groups' best releases and
victories. These are often padded out

with cryptic biographies and obituaries
for those busted by the cops (“we feel

for ya!"). pespite the boasting, and the
draping of their releases with corporate
motifs - logos, front ends, graphics,

even signature tunes and Java applets -
crackers’ true identities typically remain
secret, even to one another.

The anonymity, however, works both ways.
Cloaked in his own secret identity, pPhil
says he has managed to get deep within
several major groups in the past 18 months
and is skimming the surface of several
others. He can convincingly portray
himself as a caring, sharing warez god.
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“yYou make some good friends,” he says with
a smile. And, it seems, you can end up
pretty impressed. “Some of these people
are incredibly talented. The logic and
programming behind their setups are just
amazing." Or maybe he's just bluffing?

WAREZ AND WHYFORES

In phil’s world, warez dealers are
thieves. In warez world, the software
companies are the criminals. “Most
products you buy from a store can be
returned if you are unsatisfied,” reads
the beautifully crafted warez FAQ, on

the Inner Circle’s web site. “Software
cannot.” The Inner Circle thus can claim
to have a practical motivation - providing
“a place to find something you might

want to evaluate before purchasing.” All
right. "I personally have bought progs
that I demo’d first from warez,” declares
Clickety. “I have more warez than I could
ever hope to install on my poor drives.
Tested a Tot of crap also that I was glad
I didn't pay for - deleted it right off
the bat. I have recommended software to
clients based upon using a pirate version
at home.”

“software developers have families, and
should be able to support them,” reads

the warez FAQ. “we do advocate buying

your own software if you really like it
and use it heavily,” adds Mad Hatter. As
phil and his friends are well aware, the
Tline between piracy and ownership is very
blurred. For example, it’s commonplace for
3-D animators and modelers to use pirated,
cracked, or at least unlicensed copies of
their office software at home, for overtime
or experimentation. In some minds, it’s
even a “necessary evil,” a slightly arcane
marketing strategy, a rather reckless
approach to branding - look at Netscape.

Indeed, many software executives

privately acknowledge that piracy -
especially the attention it brings to

new releases - can be a valuable way to
develop markets. Novell’s Martin Smith
might disagree. He spends “99.9 percent”
of his time fighting piracy, and he worries
that the next generation of browsers will
seamlessly marry the web with usenet. “The
newsgroups will be a lot more accessible,”
he says, with something close to
resignation, “which is going to make the
whole thing a lot more widespread and give
these guys a much bigger market. There’s
not much we can do, other than encourage
ISPs not to take them."

The difficulty is that, once it’s up, a
Usenet post can generally be canceled only
by the author or a sysop from the post’'s
point of origin, “server zero.” Even if a
cancel is issued, it takes time to ripple

across the network. A warez regular would
be able to grab the file before it was
vaped. Some servers refuse on principle to
honor cancels.

“Even the most diehard warez hater in
news.admin.hierarchy would defend your
right to be safe from cancels,” claims
TAG. Many commercial ISPs have taken the
industry’s encouragement and dropped the
warez groups, but lots of free servers
are carrying on. And things aren’t helped
by the lack of a clear legal framework.
Imagine the scenario: a program that
belongs to a US company is uploaded via

a router in Canada to a server in South
Africa, where it is downloaded by a
Norwegian operating out of Germany using
a Us-based anonymous remailer, then burnt
onto a CD in the UK and sold in Bulgaria.
“How would you prosecute that mess?" asks
smith. “It’'s a jurisdictional nightmare.”

And the profit pirates are getting more
creative. smith cites the web page of

one warez guru, offering a premium-line
phone number: for $3 a minute, you can
Tisten to details about the best warez FTP
sites, their addresses, and their login
passwords. "updated every three days for
your convenience,” it declares. It also
makes provisions for those dialing from
outside the us. The selling of information
that leads to illegal use of information

- a difficult case to prosecute.

“our strategy is to bring a critical mass
of prosecutions,” says Smith. "we'll take
out some people who’re downloading this
material - the gnats - and then we’11 take
out some of the larger, more organized
guys. The people who are packaging it up
and zipping it onto CD-ROMs." which might
work in a world where software was always
bought on CD-ROM. But in pushing ever
deeper into electronic commerce, where
more and more real commercial software
(browsers, Tittle applets) is being given
out for free, where t he Internet is the
ultimate distribution network, this looks
a little ropey. Friction-free markets and
friction-free piracy run in tandem. The
Inner Circle already has its PGP-encoded
giveaway mall in place. smith knows all
this. There's just not much he can do
about it. “Al11 it needs is one server in
one country where there are no laws to
counter copyright theft, and there are
plenty who will - the Tikes of Libya,
Bulgaria, and Iran.

One country with a decent enough telephone
infrastructure is enough to undo a

hundred busts in the west.” Even if laws
are constitutional or enforced, larger
biases come into play. “Try asking a

saudi policeman to arrest a Saudi software
pirate on behalf of an American company.
Forget it.”
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DINGLE MY DONGLE

The alternative to policing is burglar-
proofing: making things harder to crack.
In principle, you might think that the
gazillion-dollar software industry would
be able to produce uncrackable software.
In practice, it can’t, although it
certainly keeps try ing.

Take the dongle, for example. It is the
summit of copy protection, an explicit
melding of software and hardware. without
the right hardware key - the dongle -
plugged into the machine's parallel port,
the software won’t run. And without the
right software , the dongle is a mindless
doorstop. Calls to the dongle are woven
into the code at the lowest level. “The
program may call the dongle every 150
mouseclicks, or every time you print, or
every time you select flesh tones as your
desktop color scheme,” says one dongle
expert. If the response to the call is
false or not forthcoming, the program
shuts down.

A1l communications between the two are
encrypted by uncrackable algorithms.
Internal sécurity fuses ensure that any
attempt to hack the dongle mechanically
will cause it to self-destruct. “Nothing
short of an electron microscope,” says the
expert, “could extract the algorithm from
that mess.”

The biggest player in the dongle market
is rainbow Technologies, whose Sentinel
hardware keys are used by 55 percent

of all protected software. There are

8 miltion Sentinel keys attached to 8
million printer ports the world over.

The company calls it “the world’s most
effective way to stop piracy” - a clarion
call to crackers if ever there was.

The logical approach to cracking a
hardware key is to create a “pseudodongle”
- a chunk of code that sits in memory,
giving the correct answers to any query.
To do this, a cracker would have to
monitor and trap traffic to~ing and fro-
ing across the parallel port, then use
this information to build an infallible
query/response table. unfortunately, if
the query is, say, six characters long, it
can have more than 280 trillion responses
(281,474,976,710,700 to be exact).

with the speed of modern machines, this
would take approximately 44,627 years to
collate. with the Sentinelsuperpro dongle
(“"the most secure and flexible protection
available”) the query length can be 56
characters - requiring a mere 10 125 years
(in theory) for a complete table. However,
the dongle in SentinelSuperpro for
Autodesk 3D studio MAX was cracked in just
under seven days of its retail release

- substantially less than the 44 millennia
emblazoned on the sales brochures. other
expensive high-end applications that use
sentinel - including NewTek's Lightwave

5 and Microsoft’'s SoftImage - have ended
up the same way: cracked, repackaged,
and redistributed to every corner of the
Internet within weeks of their release.

How? Instead of attempting to simulate the
dongle, expert crackers simply remove its
tendrils from the program code, unraveling
the relationship skein by skein, function
by function, call by call, until the
application ceases to need the dongle to
function. Then it’s ready for anyone and
everyone to use - or, more likely, gawk
at.

Nobody says this is easy. There may be
only three or four crackers in the world
who could manage such an opus. But with
the Internet to transmit the result, only
one needs to succeed. with the latest

wave of dongles, warez world looked to
Russia to get the job done - and a shadowy
group called pop “won” the contract.

The self-styled “warez Bearz of Russia

and Beyond,"” DOD appears to have arms
throughout Europe, Asia, and the uS.

It undid Microsoft SoftImage’s dongle
protection in two weeks, which wasn't
easy. The crew riotously celebrated in
their “NFO” file: “Totally awesome work of
glorious DOD cracker - Replicator after
five other crackers gave up! we decided not
a do a crack patch ‘coz it will take too
much time to code it ... you ask why? ‘Coz
there are only 72 (!!!) exes patched. A1l
options now work 100%!"”

NFO files do more than brag or supply
installation instructions; they testify
that the ware is a bona fide release,
guaranteed to work. And this is more than
just posturing; a group’'s reputation is
paramount. Each release is painstakingly
beta-tested. These are their products
now, their labors of love. Nobody wants
to find a “bad crack” in his hands after

a seven-hour download. Nobody wants to

be accused of being “unprofessional.”
Nobody wants the ignominy of anything Tike
the bad crack for Autodesk’s 3D Studio
that made the rounds in 1992. fFor all
intents and purposes it ran correctly, all
features seemed 100 percent functional.
Except that the dedongled program slowly
and subtly corrupted any 3-D model built
with it. After a few hours of use, a mesh
would become a crumpled mass of broken
triangles, irrevocably damaged.

Cleverly, Autodesk had used the dongle

to create a dynamic vector table within
the program. without the table, the
program struggled to create mathematically
accurate geometry - and eventually failed.
Many a dodgy CAD house saw its cost-
cutting measures end in ruin. Autodesk
support forums and newsgroups were

flooded with strangely unregistered users
moaning about the “bug in their version
of 3D Studio.” A rectified "100 percent
cracked” version appeared soon after, but
the damage was done. The Myth of the Bad
crack was born, and the pirate groups’
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reputations tarnished.

But the pirates bounced back. They always
do. And there’s no reason to think that
there's any way to stop them. software
security people are at an intrinsic
disadvantage. Compare their job to that
of securing something in the real world
that’s valuable and under threat - a bank,
say. Typically, only one set of armed
robbers will hold up a bank at a time, and
they'11 get only one crack at it. Imagine
an army of robbers, all in different
parts of the world, all attacking the
same bank at the same time. And in the
comfort of their own homes. Not just

once, but over and over again. Imagine
that each set of robbers is competing
against every other, racing to be first

in. Imagine, too, that some of the robbers
are so technically adept that they could
have built the alarms, the safe, and

even the jewels themselves. And that they
have cracked more than 30 banks with the
same protection system. And that they're
learning from all their fajlures, because
they're never caught. No security could
realistically resist such an onslaught.

It may be that the only way to avoid
having your software cracked is to put no
protection whatsoever on it.

NO CHALLENGE, NO CRACK.

popularity only feeds the frenzy. Doom

is a good example. In 1993, id Software
distributed the original shareware
version of its nasty-guns-in-nasty-
dungeons masterpiece on bulletin boards,
compuServe, and a then-little-known system
called the Internet. Downloaded by more
than 6 million people worldwide, Doom

was a trailbtazer in the world of modem
marketing. The shareware gave you a third
of the game: if you liked it, you had to
buy the rest on disks. Millions did. Doom
and its makers became a dream target.
weeks before Doom II's release, the sequel
was available on the Internet - not as
shareware, but warez. And not just as a
teaser, but the whole damn thing. “veah,
that was leaked,” says Mike wilson, id's
then-vice president of marketing, now
CEO at Ion Storm. “Can’t tell you how
much that hurt.” The leaked copy was
rapidly traced - rumors abounded that the
version was a review copy fingerprinted

to a British PC games magazine - but too
Jate. It was already on Usenet, doing the
rounds on IRC, filling up FTP sites. The
pirates were in ecstasy and id was left
with recoding the final retail release, to
ensure future patches and upgrades would
not work on the pirated version. Then they
shut the stable door. No more external
beta testing; no more prelaunch reviews.
“we assured ourselves it would never
happen again,” says wilson. “No copy of
our games would leave the building.”

Nice try. Quake, poom's much-anticipated
follow-up, turned up on an FTP server in
Finland three days before the shareware
come-on was due to be released. The pirate
version was a final beta of the full game

- complete with eerily empty unfinished
levels and bare, unartworked walls.
within hours, it had been funneled to
sites all over the globe. IRC was swamped
with traders and couriers desperate to
download.

“sSomebody actually broke into our then
poorly secured network and started to
download it right before our eyes,” wilson
recalls. “we managed to stop the transfer
before he got all of it. we traced the
call, got his name and address. He was
pretty scared, but, of course, it was some
kid. we didn't pursue that one. It hurt,
but not enough to put some little kid in
jail.”

when the legitimate Quake hit the stores
last year, it was initially in the form
of an encrypted CD, which let you play a
shareware version for free but would only
unlock the rest on receipt of a password,
available for purchase by phone. The
encryption scheme, an industry standard
called TestDrive, was eventually cracked
by a Tone European pirate called Agony.
and id’s crown jewel was now available,
courtesy of a 29k program. “In order to
unlock the full version, you are supposed
to call 1-800-IDGAME S,” Agony gloated in
a posting. “Hahahahahah."

“we knew it was going to be hacked,"” says
wilson. “we of all people knew. But we
thought it was safe enough, certainly
safer than Doom II.” And, truth to tell,
it didn’t matter too much. The gap between
the game’s release and the warez version
becoming widespread was enough for id to
sell the copies they expected. “Copy-
protection schemes are just speed bumps,”
Taments wilson.

Nobody really knows how much actual damage
cracking does to the software companies.
But as the industry rolls apprehensively
toward the uncertain future of an ever-
more frictionless electronic marketplace,
almost everyone thinks piracy will
increase. “The level of activity out there
is overwhelming. we know that we have

to take action to take control of it. we
will continue to bring a critical mass of
prosecutions,” says Novell UK's smith. He
doesn’t sound all that convinced.

Somewhere back on the US East Coast,

Mad Hatter has a final swig of ginger ale
and settles down to bed with his wife,
white Rabbit. She thinks his obsession

is a wasted resource, but didn’t complain
when he installed the latest version

of Quicken on her computer - a cracked
copy, of course. “we are all family men,
married with children, day jobs, dedicated
accounts, and multiple phone lines,” Mad
Hatter says. “our kids have been looking
over our shoulders for years. They will be
the next couriers, the next warez gods.”

pavid McCandless (dmacca@cix.compulink.co
.uk), a cLondon-based writer, musician, and
film editor, is still bitter about being
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